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Description 

METHOD AND SYSTEM FOR IRIS SCAN 
RECOGNITION BIOMETRICS ON A 

SMARTCARD 

Field of Invention 

[0001] The present invention relates generally to the use of inte- 
grated circuit cards, or "smartcards," for commercial 
transactions and, more particularly, to methods and sys- 
tem for using biometrics with a smartcard in the context 

of a distributed transaction system. 
Background of Invention 

[0002] The term "smartcard" refers generally to wallet-sized or 
smaller cards incorporating a microprocessor or micro- 
controller to store and manage data within the card. More 
complex than magnetic-stripe and stored-value cards, 
smartcards may be characterized by sophisticated mem- 
ory management and security features. A typical smart- 
card may include a microcontroller embedded within the 



card plastic which may be electrically connected to an ar- 
ray of external contacts provided on the card exterior. A 
smartcard microcontroller generally may include an elec- 
trically-erasable and programmable read only memory 
(EEPROM) for storing user data, random access memory 
(RAM) for scratch storage, and read only memory (ROM) 
for storing the card operating system. Relatively simple 
microcontrollers may be adequate to control these func- 
tions. Thus, it may be not unusual for smartcards to uti- 
lize 8-bit, 5 MHZ microcontrollers with about 8K of EEP- 
ROM memory (for example, the Motorola 6805 or Intel 
8051 microcontrollers). 
[0003] A number of standards have been developed to address 
general aspects of integrated circuit cards, e.g.: ISO 
7816-1, Part 1: Physical characteristics (1987); ISO 
7816-2, Part 2: Dimensions and location of the contacts 
(1988); ISO 7816-3, Part 3: Electronic signals and trans- 
mission protocols (1989, Amd. 1 1992, Amd. 2 1994); ISO 
7816-4, Part 4: Inter-industry commands for interchange 
(1995); ISO 7816-5, Part 5: Numbering system and regis- 
tration procedure for application identifiers (1994, Amd. 1 
1995); ISO/IEC DIS 7816-6, Inter-industry data elements 
(1995); ISO/IEC WD 7816-7, Part 7: Enhanced inter- 



industry commands (1995); and ISO/IEC WD 7816-8, Part 
8: Inter-industry security arcliitecture (1995). Tliese stan- 
dards may be liereby incorporated by reference. Further- 
more, general information regarding magnetic stripe 
cards and chip cards may be found in a number of stan- 
dard texts, e.g., Zoreda & Oton, "Smart Cards" (1994), and 
Rank! & Effing, "Smart Card Handbook" (1997), the con- 
tents of which may be hereby incorporated by reference. 

[0004] While some smartcard systems have streamlined the 

transaction process and provided a system for managing 
more information, smartcard technology has still not ade- 
quately addressed some of the authentication issues re- 
lated to transactions. Moreover, while biometric technol- 
ogy exists with respect to certain access systems and lim- 
ited financial systems, the use of biometric security in as- 
sociation with smartcards remains underdeveloped and 
scarce. As such, a need exists to integrate biometric tech- 
nology advances with smartcard technology. 

[0005] Additionally, despite advances in information technology 
and process streamlining with respect to travel arrange- 
ments, the modern traveler may be often subjected to un- 
necessary delays, petty inconveniences, and oppressive 
paperwork. These travel burdens may be most evident in 



the airline, hotel, and rental car industries, where arrang- 
ing and paying for services and accommodations may in- 
volve significant time delays due to miscommunication, 
poor record-keeping, and a host of other administrative 
inefficiencies. As such, a need also exists to expand the 

use of smartcards into travel-related applications. 
Summary of Invention 

[0006] The smartcard system is configured with a biometric se- 
curity system. The biometric security system includes a 
smartcard and a reader communicating with the system. 
The biometric security system also includes a biometric 
sensor that detects biometric samples and a device for 
verifying biometric samples. In yet another embodiment, 
the present invention discloses methods for proffering 
and processing biometric samples to facilitate authoriza- 
tion of transactions. 

[0007] The present invention may provide methods and appara- 
tus for a smartcard system which securely and conve- 
niently integrates important travel-related applications 
with biometric security, thereby overcoming the limita- 
tions of the prior art. In accordance with one aspect of the 
present invention, a smartcard system may comprise a 
cardholder identification application and various addi- 



tional applications useful in particular travel contexts; for 
example, airline, hotel, rental car, and payment-related 
applications. In accordance with another aspect of the 
present invention, a smartcard system further may com- 
prise space and security features within specific applica- 
tions which provide partnering organizations the ability to 
construct custom and secure file structures. 
[0008] In accordance with one aspect of the present invention, a 
dynamic smartcard synchronization system comprises ac- 
cess points configured to initiate a transaction in conjunc- 
tion with a smartcard, an enterprise data collection unit, 
and a card object database update system, along with a 
biometric security system. An exemplary dynamic syn- 
chronization system (DSS) preferably comprises various 
smartcard access points, a secure support client server, a 
card object database update system (CODUS), one or more 
enterprise data synchronization interfaces (EDSI), an up- 
date logic system, one or more enterprise data collection 
units (EDCUs), and one or more smartcard access points 
configured to interoperably accept and interface with 
smartcards. In an exemplary embodiment, DSS comprises 
a personalization system and an account maintenance 
system configured to communicate with CODUS. 



[0009] In accordance with a further aspect of the present inven- 
tion, personalization of multi-function smartcards is ac- 
complished using a biometric security system and a secu- 
rity server configured to generate and/or retrieve crypto- 
graphic key information from multiple enterprise key sys- 
tems during the final phase of the smartcard issuance 
process. 

[0010] These features and other advantages of the system and 

method, as well as the structure and operation of various 

exemplary embodiments of the system and method, are 

described below. 
Brief Description of Drawings 

[0011] The present invention may hereinafter be described in 
conjunction with the appended drawing figures, wherein 
like numerals denote like elements, and: 

[0012] FIG. 1 illustrates an exemplary smartcard apparatus; 

[0013] FIG, 2 is a schematic diagram of an exemplary smartcard 
integrated circuit, showing various functional blocks; 

[0014] FIG. 3 is an exemplary diagram of files and directories ar- 
ranged in a typical tree structure; 

[0015] FIG. 4 sets forth an exemplary database structure in ac- 
cordance with an exemplary embodiment of the present 



invention; 

[0016] FIG. 5 sets forth an exemplary cardholder ID data struc- 
ture in accordance with the present invention; 

[0017] FIG. 6 sets forth an exemplary payment system data 
structure in accordance with the present invention; 

[0018] FIG. 7 sets forth an exemplary airline data structure in ac- 
cordance with the present invention; 

[0019] FIG. 8 sets forth an exemplary rental car data structure in 
accordance with the present invention; 

[0020] FIG. 9 sets forth an exemplary hotel system data structure 
in accordance with the present invention; 

[0021] FIG. 10 illustrates an exemplary distributed transaction 
system useful in practicing the present invention; 

[0022] FIG. 11 is a schematic overview of an exemplary dynamic 
synchronization system in accordance with various as- 
pects of the present invention; 

[0023] FIG. 12 is a schematic overview of an exemplary secure 
support client server; 

[0024] FIG. 13 is a schematic overview of an exemplary enter- 
prise data synchronization interface; 

[0025] FIG. 14 is a schematic overview of an exemplary update 
logic system; 

[0026] FIG. 15 is a schematic overview of an exemplary enter- 



prise data collection unit; 

[0027] FIG. 16 is a schematic overview of an exemplary card ob- 
ject database update system (CODUS); 

[0028] FIG. 17 is a flowchart depicting an exemplary method for 
synchronizing pending transaction information; 

[0029] FIG. 18 is a flowchart depicting an exemplary method for 
synchronizing update transaction information; 

[0030] FIG. 19 is a schematic overview of an exemplary personal- 
ization system; 

[0031] FIG. 20 is a flowchart depicting an exemplary method of 
smartcard personalization; 

[0032] FIG. 21 is an exemplary transaction data structure suitable 
for use in a travel context; 

[0033] FIG. 22 is another schematic illustration of an exemplary 
smartcard in accordance with the present invention; 

[0034] FIG. 23 is a depiction of an exemplary biometrics process 
in accordance with the present invention; 

[0035] FIG. 24 is a schematic illustration of an exemplary smart- 
card biometric system in accordance with the present in- 
vention; 

[0036] FIG. 25 is a schematic illustration of an exemplary smart- 
card reader in accordance with the present invention; 
[0037] FIG. 26 is an exemplary depiction of a Track 2 layout in 



accordance with the present invention; and 
[0038] FIG. 27 is an exemplary depiction of another Track 2 lay- 
out in accordance with the present invention. 
Detailed Description 

[0039] Referring now to FIGs. 1 and 2, an exemplary smartcard 
system suitable for practicing the present invention may 
now be described. A smartcard 100 generally may com- 
prise a card body 102 having a communication region 108 
for providing contact or non-contact communication be- 
tween an external device (e.g., a card reader) and an inte- 
grated circuit 110 encapsulated within card body 102. 
Communication region 108 preferably may comprise six 
conductive pads 106 whose placement and size conform 
to ISO-7816-2. More particularly, a communication region 
108 in conformance with ISO-7816-2 preferably may 
comprise VCC contact 106(a) (power supply), RST contact 
106(b) (reset), CLK contact 106(c) (external clock), GND 
Contact 106(d) (ground), VPP contact 106(e) 
(programming voltage), and I/O contact 106(f) (data line). 

[0040] VCC 106(a) may suitably provide power to IC 110 

(typically 5.0 V +/- 10%). CLK 106(c) may be suitably used 
to provide an external clock source which acts as a data 
transmission reference. RST 106(b) may be suitably used 



to transmit a reset signal to IC 110 during the booting se- 
quence. VPP contact 106(e) may be used for programming 
of EEPROM 212 in IC 110. As may be known in the art, 
however, this contact may be generally not used since 
modern ICs typically incorporate a charge pump suitable 
for EEPROM programming which takes its power from the 
supply voltage (VCC 106(a)). I/O 106(f) may suitably pro- 
vide a line for serial data communication with an external 
device, and GND 106(d) may be suitably used to provide a 
ground reference. Encapsulated integrated circuit 110 
may be configured to communicate electrically with con- 
tacts 106 via any number of known packaging techniques, 
including, for example, thermosonically-bonded gold 
wires, tape automated bonding (TAB), and the like. 
[0041] While an exemplary smartcard is discussed above in the 
context of a plurality of external contacts, it may be ap- 
preciated that contactless cards may also be utilized to 
practice this invention. That is, non-contact communica- 
tion methods may be employed using such techniques as 
capacitive coupling, inductive coupling, and the like. As 
may be known in the art, capacitive coupling involves in- 
corporating capacitive plates into the card body such that 
data transfer with a card reader may be provided through 



symmetric pairs of coupled surfaces, wlierein capacitance 
values may be typically 10-50 Pico farads, and the work- 
ing range may be typically less than one millimeter. In- 
ductive coupling may employ coupling elements, or con- 
ductive loops, disposed in a weakly-coupled transformer 
configuration employing phase, frequency, or amplitude 
modulation. In this regard, it may be appreciated that the 
location of communication region 108 disposed on or 
within card 100 may vary depending on card configura- 
tion. For additional information regarding non-contact 
techniques, see, for example, contactless card standards 
ISO/IEC 10536 and ISO/IEC 14443, which are hereby in- 
corporated by reference. 
[0042] Smartcard body 102 may be preferably manufactured 

from a sufficiently rigid material which may be resistant to 
various environmental factors, e.g., physical deterioration, 
thermal extremes, and ESD (electrostatic discharge). Ma- 
terials suitable in the context of the present invention may 
include, for example, PVC (polyvinyl chloride), ABS 
(acrylonitrile-butadiene-styrol), PET (polyethylene tereph- 
thalate), or the like. In an exemplary embodiment, chip 
card 100 may conform to the mechanical requirements set 
forth in ISO 7810, 7813, and 7816. Body 102 may com- 



prise a variety of sliapes, for example, tlie rectangular ID- 
1, ID-00, or ID-000 dimensions set forth in ISO-7810. In 
an exemplary embodiment, body 102 may be roughly the 
size and shape of a common credit card and substantially 
conforms to the ID-1 specification. 
[0043] Referring now to FIG. 2, IC 110 preferably may comprise 
regions for Random Access Memory (RAM) 216, Read- 
only Memory (ROM) 214, Central Processing Unit (CPU) 
202, data bus 210, Input/Output (I/O) 208 and Electri- 
cally-Erasable and Programmable Read Only Memory 
(EEPROM) 212. 

[0044] RAM 216 may comprise volatile memory which may be 
used by the card primarily for scratch memory, e.g., to 
store intermediate calculation results and data encryption 
processes. RAM 216 preferably may comprise at least 256 
bytes. 

[0045] EEPROM 212 may provide a non-volatile memory region 
which may be erasable and rewritable electrically, and 
which may be used to store, inter alia, user data, system 
data a smartcard identifier and application files. In the 
context of the present invention, EEPROM 212 may be 
suitably used to store a plurality of files related to card- 
holder information, including general cardholder informa- 



tion, payment information and/or other transaction infor- 
mation. In one exemplary embodiment in accordance with 
the present invention, EEPROM 212 may be suitably used 
to store travel-related information (discussed in greater 
detail below in conjunction with Fig. 3). EEPROM 212 
preferably may comprise at least 8K bytes. 
[0046] A smartcard identifier, as used herein, may include any 
account number. Card Production Life Cycle (CPLC) data, 
and/or identifier for an account (e.g., credit, charge debit, 
checking, savings, reward, loyalty, travel or the like) which 
may be maintained by a transaction account provider 
(e.g., payment authorization center) and which may be 
used to complete a transaction. The smartcard identifier 
may include financial transaction information, CPLC data, 
and or other information, such as, for example, a passport 
number, a driver's license number, a social security num- 
ber, and/or any other indicator used to facilitate identifi- 
cation, access and/or any other type of transaction. A typ- 
ical account number (e.g., account data) may be corre- 
lated to a credit or debit account, loyalty account, travel or 
rewards account maintained and serviced by such entities 
as American Express, Visa and/or MasterCard or the like. 
For ease in understanding, the present invention may be 



described with respect to a credit card account. However, 
it sliould be noted that the invention may be not so lim- 
ited and other accounts permitting an exchange of goods 
and services for an account data value may be contem- 
plated to be within the scope of the present invention. 
[0047] In addition, the account number (e.g., account data) may 

be associated with any device, code, or other identifier/indi- 
cia suitably configured to allow the consumer to interact 
or communicate with the system, such as, for example, 
authorization/access code, personal identification number 
(PIN), Internet code, digital certificate, biometric data, 
and/or other identification indicia. The account number 
may be optionally located on a rewards card, charge card, 
credit card, debit card, prepaid card, telephone card, 
smart card, magnetic stripe card, bar code card, and/or 
the like. The account number may be distributed and 
stored in any form of plastic, electronic, magnetic, and/or 
optical device capable of transmitting or downloading 
data to a second device. A customer account number may 
be, for example, a sixteen-digit credit card number, al- 
though each credit provider has its own numbering sys- 
tem, such as the fifteen-digit numbering system used by 
American Express. Each company's credit card numbers 



comply with that company's standardized format such 
that the company using a sixteen-digit format will gener- 
ally use four spaced sets of numbers, as represented by 
the number "0000 0000 0000 0000". In a typical example, 
the first five to seven digits are reserved for processing 
purposes and identify the issuing bank, card type and etc. 
In this example, the last sixteenth digit may be used as a 
sum check for the sixteen-digit number. The intermediary 
eight-to-ten digits are used to uniquely identify the cus- 
tomer. The account number stored as Track 1 and Track 2 
data as defined in ISO/IEC 7813, and further may be made 
unique to smart card 102. Track 1 and Track 2 data may 
be described in more detail below. 

[0048] In an exemplary embodiment, CPU 202 may implement 
the instruction set stored in ROM 202, handles memory 
management (i.e., RAM 216 and EEPROM 212), and coor- 
dinates input/output activities (i.e., I/O 208). 

[0049] ROM 214 preferably contains, or may be "masked" with, 
the smart card operating system (SCOS). That is, the SCOS 
may be preferably implemented as hard-wired logic in 
ROM 214 using standard mask design and semiconductor 
processing methods well known in the art (e.g., pho- 
tolithography, diffusion, oxidation, ion implantation, etc.). 



Accordingly, ROM 214 cannot generally be altered after 
fabrication. The purpose of such an implementation may 
be to take advantage of the fast access times provided by 
masked ROMs. ROM 214 suitably may comprise about 
4K-20K bytes of memory, preferably at least 16K bytes. In 
this regard, it may be appreciated that alternate memory 
devices may be used in place of ROM 214. Indeed, as 
semiconductor technology progresses, it may be advanta- 
geous to employ more compact forms of memory, for ex- 
ample, flash-EEPROMs. 
[0050] The SCOS controls information flow to and from the card, 
and more particularly facilitates storage and retrieval of 
data stored within EEPROM 212. As with any operating 
system, the SCOS may operate according to a well-defined 
command set. In this regard, a variety of known smart 
card operating systems may be suitable for the purpose of 
this invention, for example, IBM's Multi-Function Card 
(MFC) Operating System 3.51, the specification of which 
are hereby incorporated by reference. While the IBM MFC 
operating system may employ the standard tree structure 
of files and directories substantially in accordance with 
ISO 7816-4 (as detailed below), it may be appreciated by 
those skilled in the art that other operating system mod- 



els would be equally suitable for implementation of the 
present invention. Moreover, it may be advantageous to 
allow certain aspects of operating system functionality to 
exist outside the card, i.e., in the form of blocks of exe- 
cutable code which may be downloaded and executed by 
the smartcard during a transaction (for example, Java ap- 
plets, ActiveX objects, and the like). 
[0051] Given the general characteristics of smartcard 100 as out- 
lined above, it may be apparent that a wide range of mi- 
crocontrollers and contact-based smartcard products 
known in the art may be used to implement various em- 
bodiments of the present invention. Suitable smartcards 
may include, for example, the model ST16SF48 card, 
manufactured by SGS-Thomson Microelectronics, which 
incorporates a Motorola 6805 microcontroller with 16K 
ROM, 8K EEPROM, and 384 bytes of RAM. It may be ap- 
preciated, however, that particular embodiments of the 
present invention might require more advanced microcon- 
trollers with greater EEPROM capacity (i.e., in the range of 
about 12-16K). Such systems may be well known in the 
art. 

[0052] In accordance with another exemplary embodiment, the 
smartcard identifier and/or any other account number or 



data may be stored in magnetic stripe format. For exam- 
ple, wliere tlie account number may be in magnetic stripe 
format, the account number portions are governed by the 
International Standards Organization ISO/IEC 7811, et al. 
standard, which are hereby incorporated by reference. The 
standard requires the magnetic stripe information to be 
encoded in three "tracks"(i.e., track 1, track 2, and track 
3). 

[0053] Data stored in track 1 may be typically used to verify the 
user's identity. Track 1 may be reserved for encoding the 
transaction account identifier, the name of the accoun- 
tholder and at least the expiration date of the transaction 
account or the transaction device. The information en- 
coded in track 1 may be alpha-numeric and may be en- 
coded at about 7 Bits/Character. In an exemplary layout of 
the data stored in track 1, track 1 may be segmented into 
several distinct predetermined portions (e.g., "fields") for 
encoding the various account identifying information. The 
following table may be useful for determining the field 
definitions of the information provided. 



Table of Field Codes for Track 1 
SS=Start Sentinel "%" 
FC=Format Code 

PAN=Primary Acct. # (19 digits max) 
FS=Field Separator 

Name=26 alphanumeric characters max. 

Additional Data=Expiration Date, offset, encrypted PIN, etc. ES=End Sentinel 

"?" 

LRC=Longiludiiial Redxmdancy Check 
Table 1. 

[0054] Track 2 may be the track most commonly used by the 

American Banking Association associated banking institu- 
tions. Track 2 may be typically reserved for a duplicate 
version of the transaction account identifier and the expi- 
ration date of the transaction account or the transaction 
device stored in track 1. In addition, track 2 may include 
an encrypted Personal Identification Code, and other dis- 
cretionary data. However, the data in track 2 may be en- 
coded at a lower Bit per Character density than the data 
encoded in track 1. The data in track 2 may be numeric 
only and may be encoded at about 5 Bits/Character. The 
lower density ratio in track 2 may be designed to ensure 
compatibility with older technology readers and to provide 
redundancy when reading with newer technology readers. 
FIG. 26 illustrates an exemplary layout of the data stored 
in track 2, wherein track 2 may be segmented into several 
distinct predetermined portions for encoding the various 



account identifying information. As shown, tlie following 
table may be useful for determining the definitions of the 
information provided. Table of Field Codes for Track 2. 



SS=Start Sentinel "%" 
SS=Start Sentinel ";" 
PAN=Primary Acct. # (19 digits max) 
FS=Field Separator "=" 

Additional Data=Expiration Date, ofifeet, encrypted PIN, etc. 
ES=End Sentinel "?" 
LRC=Longitudinal Redundancy Check 
Table 2. 



[0055] Track 3 may be of similar description as Track 2. With the 
International Standards Organization adoption of standard 
ISO/IEC 4909, track 3 of the magnetic stripe format was 
no longer used by the banking industry. However, other 
transaction devices including a magnetic stripe, such as 
drivers licenses, use track 3, which may include both nu- 
meric only and alpha numeric characters. Track 3 may be 
unique in that track 3 was intended to have data read and 
WRITTEN on it. Cardholders would have account informa- 
tion UPDATED right on the magnetic stripe. The present 
invention anticipates that a smart card user's travel-re- 
lated information profile and/or account information may 
be updated using track 3. Unfortunately, track 3 may be 
almost an orphaned standard, since most readers cur- 



rently in operation are not configured to write data onto a 
magnetic stripe. Tlie original design of trac[< 3 was to 
control off-line ATM transactions by recording transaction 
data for later reference by the banking institution. But 
since ATMs are now on-line, the usage of track 3 has 
been drastically reduced. 
[0056] jhe most common technique used to encode data in 

magnetic stripe format may be known as Aiken Biphase, 
or "two-frequency coherent-phase encoding." The Ameri- 
can National Standards Institute (ANSI) and the Interna- 
tional Standards Organization (ISO) have chosen two stan- 
dards to guide the encoding process. The ISO encoding 
protocol specifies that each of tracks 1, 2 and 3 must be- 
gin and end with a length of all Zero bits, called CLOCK- 
ING BITS. These are used to synchronize the self-clocking 
feature of bi-phase decoding. In addition, most transac- 
tion devices which use magnetic stripe encoding protocol 
use either the ANSI/ISO ALPHA Data format or the ANSI/ 
ISO BCD Data format. For example, track 1 may be typi- 
cally encoded in ANSI/ISO ALPHA Data format which may 
be a 7 bit, 6 data bits + 1 parity bit (odd) format, where 
the data may be read least significant bit first. The ANSI/ 
ISO ALPHA format character set contains 64 characters, 43 



alphanumeric, 3 framing /field characters and 18 control/ 
special characters. On the other hand, tracks 2 and 3 are 
typically encoded in ANSI/ISO BCD Data format, which 
may be a 5 bit, 4 data bits + 1 parity bit(odd) format. The 
character set for the ANSI/ISO BCD Data format character 
set contains 16 characters, 10 alphanumeric, 3 framing/ 
field characters and 3 control/special characters. 

[0057] Ordinarily, a proxy account number (e.g., a portion of the 
transaction account number) includes essential identifying 
information, such as, for example, any information that 
may be common to the account provider. The common in- 
formation (also called "common character," herein) may 
include the account provider routing number, or common 
source indicator such as the character spaces reserved to 
indicate the identification of the issuing bank. Thus, 
where the proxy transaction account identifier corre- 
sponds to an American Express account, the proxy trans- 
action account identifier may include the common charac- 
ter number 3, encoded the field location where such com- 
mon character may be ordinarily encoded in traditional 
magnetic stripe format. 

[0058] FIG. 27 illustrates the encoding of which would ordinarily 
be done by an entity, such as, for example, MasterCard in 



track 2 format. FIG. 12 shows the encoding of a Master- 
Card account number 3111 2222 3333 4444 with expira- 
tion date 12/99 in traditional tracl< 1 format. Since IVIas- 
terCard uses the number 3 to identify its transaction ac- 
counts, the proxy account identifier will also use the num- 
ber 3 so that the receiving system (e.g., reader 104 or 
merchant system 130, or account provider) further recog- 
nizes that the proxy account identifier may be from a 
MasterCard transaction device. It should be noted that in 
this example, the "3" and the "101" may be common char- 
acters to all MasterCard transaction accounts. For a more 
detailed explanation of magnetic stripe format data ex- 
change, see U.S. Patent Application Serial No. 10/810,473 
filed on March 26, 2004, entitled SYSTEM AND METHOD 
FOR ENCODING INFORMATION IN MAGNETIC STRIPE FOR- 
MAT FOR USE IN RADIO FREQUENCY IDENTIFICATION 
TRANSACTIONS, incorporated herein by reference. 
[0059] Having thus described an exemplary smartcard 100 and IC 
110, an overview of a smartcard file structure in accor- 
dance with the present invention may now be described. 
Referring now to FIG. 4, file structure 400 may be prefer- 
ably used to store information related to card-holder 
preferences and various data useful for securing and pay- 



ing for air travel, rental cars, hotel reservations and the 
like. More particularly, file structure 400 preferably may 
comprise cardholder ID application 406, payment system 
application 408, airline application 410, hotel system ap- 
plication 412, rental car application 414, and cardholder 
verification data 404. It may be appreciated by those 
skilled in the art that the term "application" in this context 
refers to self-contained regions of data all directed at a 
particular function (e.g., airline, hotel, etc.) rather than a 
block of executable software code, although the use of 
executable modules as part of any particular application 
falls within the scope of the present invention. 
[0060] Cardholder verification data 404 preferably houses data 
useful in verifying cardholder identity during a transac- 
tion. In an exemplary embodiment, cardholder verification 
data 404 may comprise two eight-byte cardholder verifi- 
cation numbers (i.e., PIN numbers) referred to as CHVl 
and CHV2. 

[0061] Cardholder ID application 406 suitably may comprise vari- 
ous files related to personal information of the cardholder 
(e.g., name, addresses, payment cards, driver's license, 
personal preferences and the like). Cardholder ID applica- 
tion 406 is described in greater detail below in conjunc- 



tion with FIG. 5. 

[0062] Payment system application 408 suitably may comprise 
information useful in effecting commercial transactions, 
e.g., account number and expiration date information tra- 
ditionally stored on a magnetic-stripe credit card. Alter- 
natively, Payment system application 408 may comprise a 
full EMV-compliant application suitable for a wide range 
of financial transactions. Payment system application 408 
is described further below in conjunction with FIG. 6. 

[0063] Airline application 410 suitably may comprise data helpful 
in streamlining commercial airline travel; for example, rel- 
evant personal preferences, electronic tickets, and fre- 
quent flier information. Airline application 410 is dis- 
cussed in greater detail below in conjunction with FIG. 7. 

[0064] Hotel application 412 suitably may comprise information 
useful for securing and paying for hotel reservations, in- 
cluding an array of information and preferences associ- 
ated with a list of preferred hotels as well space for elec- 
tronic keys. Hotel application 412 is discussed in greater 
detail below in conjunction with FIG. 9. 

[0065] Rental car application 414 suitably may comprise data 
useful in expediting the process of car rental and return, 
including, for example, car preference and frequent rental 



information. Rental car application 414 is described in 
further detail below in conjunction with FIG. 8. 

[0066] In each of the above mentioned applications, sophisti- 
cated access and encryption schemes may be, in one em- 
bodiment, utilized in order to allow multiple parties to 
make use of certain file structures while preventing unau- 
thorized entry into others. More specifically, partnering 
organizations (e.g., hotel chains, airlines, and rental car 
agencies) may create their own tailor-made file structures 
(i.e., "partner file structures") within card 100. Details of 
the various security measures employed is described in 
further detail below in conjunction with Table 39. 

[0067] Referring now to FIG. 10, smartcard 100 may be suitably 
used in the context of a distributed transaction system. 
Briefly, cardholder's may employ smartcard 100 at various 
access points 15 which may be connected via network 19 
to an issuer 10 and at least one partnering organization 
12. Issuer 10 suitably may comprise various hardware and 
software components suitable for client host communica- 
tions as well as a database system 11. In this context, the 
term "issuer" refers to the organization that actually is- 
sues the smartcard and retains some high-level access to 
certain areas of file structure 400 (detailed below). 



[0068] Partnering organizations 12(a), 12(b), and so on, comprise 
tlie various liotel cliains, rental-car agencies, airlines, and 
the like, who have access to appropriate data regions 
within smartcard 100. Each partnering organization 12 
suitably may comprise a database 13 and appropriate 
hardware and software components necessary for com- 
pleting a transaction over network 19. Network 19 may 
comprise the various components, databases, modules, 
and apparatus described above connected via a suitable 
data communication network. Such a network may consist 
of various physical connections using a variety of conven- 
tional data protocols, for example, the TCP/IP protocol. It 
may be appreciated that the individual connections be- 
tween components of the present system may differ. For 
example, network 19 may comprise a wireless PCS net- 
work, a Internet TCP/IP connection, a public switched 
telephone network (PSTN), a digital and analog wireless 
networks, and the like. 

[0069] Those skilled in the art may appreciate that a variety of 
hardware systems may be suitable for implementing the 
present invention. Various modems, routers, CPU's, moni- 
tors, back-up systems, power-supplies, and peripherals 
may be employed to realize the benefits of the present 



system. In one embodiment, for example, a Compaq Pro- 
linea computer operating in an OS/2 environment using 
IBM MQ Server software may be used to implement servers 
used for the present invention. Further a Compaq Prolinea 
computer operating in a Windows/NT environment run- 
ning a suitable database software package may facilitate 
data exchanges in accordance with the present invention. 
[0070] Each access point 15 suitably may comprise an appropri- 
ate card reader 104 for interfacing with smartcard 100 as 
well as hardware and software suitable for interfacing with 
a cardholder and performing a transaction over network 
19. Smartcard access points 15 allow the cardholder to 
gain access to the distributed transactions system through 
a variety of means. Such access points may include, for 
example, standard home telephones, various PCS wireless 
systems, pay phones, palmtop computers, notebook com- 
puters, Internet workstations, automated teller machines 
(ATMs), point of sale terminals (POS) stand-alone kiosks, 
network computers (NCs), personal data assistants (PDAs), 
or any other suitably configured communication appara- 
tus. Access points 15 may be portable (as in the case of 
PDAs and cellular phones) or centrally located, for exam- 
ple, in airline ticketing and gate areas, rental car facilities. 



hotel lobbies, travel agencies, and malls, in addition, 
businesses may see fit to host an access point 15 to 
streamline their employees" business travel. In an exem- 
plary embodiment, various access points 15 may be con- 
figured to interface with contact-based smartcards 100 in 
accordance with the relevant portions of the ISO-7816 
standard. 

[0071] In an exemplary embodiment of the present invention, 
data files and directories may be stored in a "tree" struc- 
ture as illustrated in FIG. 3. That is, the smartcard file 
structure may resemble the well known MS-DOS 
(Microsoft Disk Operating System) file structure wherein 
files may be logically organized within a hierarchy of di- 
rectories. Specifically, three types of files may be defined 
in ISO 7816-4: dedicated files (DF), elementary files (EF), 
and a master file (MF). The master file may be analogous 
to the MS-DOS "root" directory, and contains all other files 
and directories. Dedicated files may be actually directories 
or "folders" for holding other DFs or EFs. Thus, MF 302 
may contain an arbitrary number of DFs 306, and these 
DFs (e.g., DF 306(a)) may or may not contain other DFs 
(e.g., DF 308). Elementary files may be used to store user 
data, and may exist within a dedicated file (e.g., EF 310 



within DF 306(a)), or witiiin tlie master file (e.g., EF 304 
within MV 302). Higher level DFs (i.e., DFs which house 
particular applications) may be often referred to as appli- 
cation dedicated files (ADFs). 

[0072] The MF and each of the DFs and EFs may be assigned a 

unique two-byte file identifier (FID). By convention, the MF 
may be traditionally assigned an FID of "3F00" hex. Selec- 
tion of an EF or DF by the operating system may then be 
performed by tracing its entire path starting at the MF. 
Thus, if the MF contains a DF with a FID "AlOO", and this 
DF in turn contains an EF with a FID "AlOl", then this EF 
could be referenced absolutely by successive selection of 
FIDs 3F00, AlOO, and AlOl. It may be appreciated that 
the FID may be essentially a file name used by the operat- 
ing system to select directories and files; it may be not in- 
tended to indicate a physical address within EEPROM 212. 
As may be appreciated by those skilled in the art, low- 
level EEPROM addressing may be preferably handled by 
the SCOS in conjunction with CPU 202. 

[0073] Each file preferably has an associated file header contain- 
ing various indicia of the particular EF, DF, or MF. More 
particularly, the file header associated with a particular file 
preferably may include the file identifier (FID), file size. 



access conditions, and file structure. In this regard, 
smartcard 100 suitably may employ one of four file struc- 
tures: transparent, linear fixed, linear variable, or cyclic. 
For the sake completeness, the nature of these file struc- 
tures may be briefly reviewed. 
[0074] A transparent file structure consists of a string of bytes 
accessed by specifying an offset and byte count. For ex- 
ample, with reference to Table 1 below, given a n-byte 
string of data, bytes 7 through 10 would be accessed us- 
ing an offset of six and a length of four. 



byte# 



1 


2 


3 


4 


5 


6 


7 


8 


9 


10 


11 


12 


13 


14 






n 




































offset -> < length ^ 



Table 1 : Transparent file structure 



[0075] A linear fixed file structure may comprise a plurality of 
records of equal length (e.g., a list of phone numbers), 
wherein access to an individual record may be achieved 
through reference to a record number. In addition, it may 
be possible to refer to the "next" or "previous" record rel- 
ative to the "current" record (i.e., the most recently ac- 
cessed record). In contrast, a linear variable file structure 
may comprise records of arbitrary but known length, and 



may be therefore typically more compact than linear fixed 
data structures. 
[0076] A cyclic file structure may be a type of linear fixed file 

wherein a pointer may be used to point to the last data set 
written to. After the last data record may be written to, the 
pointer returns to the first record. That is, a cyclic file may 
comprise a series of records arranged in a "ring". A data 
structure particularly important with regard to storing 
records as well as secure messaging in smartcard applica- 
tions may be the BER tag-length-value or "TLV" structure 
in accordance with ISO/IEC 8825, hereby incorporated by 
reference. In a TLV object, information regarding the type 
and length of the information may be included along with 
the actual data. Thus, a TLV object may comprise a tag 
which identifies the type of data (as called out by the ap- 
propriate specification), a length field which indicates the 
length in bytes of the data to follow, and a value field, 
which may comprise the primary data. For example, the 
TLV object illustrated in Table 2 below encodes the text 
"phoenix", which has a length of 7 bytes, and corresponds 
to a the "city" tag of "8C" hex (a hypothetical tag designa- 
tion). 



Tag 


Length 


Value 


'8C' 


'07' 


P 


h 0 e 1 n 1 i | x 



TABLE 2: Exemplary primitive TLV object 



[0077] It may be appreciated that the meaning of the various tag 
values must be l<nown to the system a priori. That is, in 
order for the tag field to be useful, the smartcard and any 
external systems communicating with the smartcard must 
conform to the same tag specification. In this regard, ISO/ 
lEC 7816-6 defines a series of tags useful in the context 
of the present invention, as does the IBM MFC 3.2 specifi- 
cation. ISO/IEC 8825 sets forth the basic encoding rules 
for a TLV system and defines a "template" data object 
which may be used as a container for multiple TLV ob- 
jects. That is, it may be often advantageous to encapsu- 
late primitive TLV objects within a larger template which 
may be itself a TLV object. 

[0078] Referring now to FIG. 4, an exemplary smartcard data 
structure in accordance with the present invention may 
now be described in detail. Data structure 400 preferably 
may comprise a MF 402 and five DFs: Cardholder ID appli- 
cation 406, Payment system application 408, Airline ap- 



plication 410, Hotel application 412, and Rental car appli- 
cation 414. 

[0079] In the detailed description to follow, various acronyms and 
abbreviations may be used to refer to particular data 
types, formats, and the like. A key to these acronyms and 
abbreviations may be presented in Table 3 below. 



AN Alphanumeric 

N Numeric 

B Boolean 

C Convention 

M Matrix 

D Data 

AR Bits array 

BIN Binary 

RJ Right-justified 

LJ Left-justified 

BCD Binary coded decimal 

TABLE 3: Key to acronyms 



[0080] In the discussion that follows, the various features of an 
exemplary data structure may be in some cases described 
using particular file structure types (i.e., transparent, 
fixed, etc.). Those skilled in the art may realize, however, 
that any of the common smartcard file structure types 
may be typically suitable for implementing any particular 
data structure. For example, when a file structure is de- 
scribed as including "a plurality of records," it may be un- 
derstood that such a structure may be designed, for ex- 
ample, using a list of records assembled in a linear fixed 



file wherein eacli record may be itself a transparent file 
(and offset values correspond to the various fields). Alter- 
natively, such a structure may be designed using TLV 
strings assembled in a linear fixed file or within a larger 
template TLV. This may be the case notwithstanding the 
fact that particular tag values which may be for the most 
part arbitrary may be not explicitly listed in the tables that 
follow. 

[0081] Referring now to FIG. 5, Cardholder ID application 406 
may be used to store various information related to the 
cardholder. Portions of this information may be freely 
available to the partnering organizations, thereby pre- 
venting the storage of redundant information. 

[0082] More particularly, cardholder ID application 406 preferably 
may comprise directory EF 532, holder_ID DF 502 and 
miscellaneous DF 530. Holder_ID DF 502 preferably may 
comprise ID EF 504, home EF 506, business EF 508, pref- 
erences EF 514, passport EF 516, authentication EF 520, 
biometric EF 522, and driver EF 518. Miscellaneous EF 530 
preferably may comprise payment card EF 510, sequence 
EF 512, issuance EF 511, preferred programs EF 528, and 
card number EF 526. These files and their respective 
functions are discussed in detail below. 



[0083] Directory EF 532 may provide a list of application identi- 
fiers and labels for the various high-level DF's existing 
under cardholder ID application 406. That is, this file 
serves the function of a high-level directory listing which 
specifies the location (i.e., FID) and application label for 
each DF in this case, holder_ID DF 502 and miscellaneous 
DF 530. In an exemplary embodiment, directory EF 532 
may be structured in accordance with EMV 3.0 as shown 
in Table 4 below. In one embodiment, each major applica- 
tion (e.g., hotel, airline, etc.) has an associated directory 
file with a substantially same file structure. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Application ID for 
holder ID DF 


16 


AN 


16 


ASCn 


Application label 


16 


AN 


16 


ASCII 


Application ID for 
miscellaneous DF 


16 


AN 


16 


ASCII 


Application label 


16 


AN 


16 


ASCII 



Table 4: Exemplary cardholder ID directory EF 



[0084] ID Ep 5Q4 preferably may include personal information re- 
lated to the cardholder, e.g., name, date of birth, emer- 
gency contact, general preferences, and the like. In an ex- 
emplary embodiment, member EF 504 may comprise the 
fields set forth in Table 5 below. Italicized field names in- 



dicate a subcategory within a particular field. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Last Name 


30 


AN 


30 


ASCII 


First Name 


20 


AN 


20 


ASCII 


Middle Name 


8 


AN 


8 


ASCII 


Honorary Title 


8 


AN 


8 


ASCII 


Name Suffix 


4 


AN 


4 


ASCII 


Date of Birth 


8 


D 


4 


BCD 


Social Security Number 


10 


AN 


10 


ASCII 


Emergency Contact 










Last Name 


20 


AN 


20 


ASCII 


First Name 


10 


AN 


10 


ASCII 


Relation 


1 


C 


1 


BIN 


Phone 


20 


N 


10 


BCD 


Gender 


1 


AN 


1 


ASCII 


Special Personal Requirements 


12 


AN 


12 


M 


Language Preference (ISO 
639) 


2 


C 


2 


ASCII 



Table 5: Exemplary ID EF data structure 



[0085] In the above table, and the tables to follow, both internal 
and external data formats may be listed. As the conserva- 
tion of EEPROM space may be of paramount importance, 
the "internal" format of data (i.e., within EEPROM 212) may 
be different from the "external" format of the data (i.e., as 
read by the card reader at an access point 15). Thus, for 
example, a date field may consist of a four-byte BCD 
record within the card, but upon reading and processing 
by the terminal, this data may be converted to an eight- 
byte decimal value for more convenient processing. 

[0086] Home EF 506 preferably may include data related to one 
or more of the cardholder's home addresses, in an exem- 



plary embodiment, home EF 506 comprising the fields set 
forth in Table 6 below. The personal travel charge account 
pointer may be preferably used to designate an exemplary 
payment card, and may consists of a number correspond- 
ing to one of the payment card records within payment 
card EF 510 (detailed below). 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Home Address 1 


40 


AN 


40 


ASCII 


Home Address 2 


40 


AN 


40 


ASCII 


Home Address City 


25 


AN 


25 


ASCII 


Home Address State 


5 


AN 


5 


ASCII 


Home Country (ISO 3166) 


2 


AN 


2 


ASCII 


Home Address Zip Code 


10 


AN 


10 


ASCII 


Home Address Telephone 


20 


N 


10 


BCD 


Home Address FAX 


20 


N 


10 


BCD 


Home E-mail address 


40 


AN 


40 


ASCII 


Personal travel charge account 
number pointer 


2 


N 


1 


BCD 



Table 6: Exemplary home EF file structure 



[0087] Business EF 508 preferably may include various data re- 
lated to the cardholder's business (i.e., addresses, phone 
numbers, and the like). In an exemplary embodiment, 
business EF 508 comprising the fields set forth in Table 7 
below. In this regard, the credit card pointer field may be 
preferably used to point to a payment card record within 
payment card EF 510 (detailed below). The cost center. 



dept., division, and employee ID fields may be employer- 
specific, and may or may not apply in a given case. 



Record description 


External fomial 


Internal format(bytcs) 




Size 


Type 


Size 


Type 


Business Address 1 


40 


AN 


40 


ACSII 


Business Address 2 


40 


AN 


40 


ASCII 


Business Address City 


25 


AN 


25 


ASCII 


Business Address State 


5 


AN 


5 


ASCII 


Business Country (ISO 

3166) 


2 


AN 


2 


ASCII 


Business Address Zip Code 


10 


AN 


10 


ASCII 


Business Telephone No. 


20 


N 


10 


BCD 


Business Address Fax 


20 


N 


10 


BCD 


Business E-mail Address 


40 


AN 


40 


ASCII 


Professional Title 


10 


AN 


10 


ASCII 


Employee ID 


10 


AN 


10 


ASCII 


Division 


20 


AN 


20 


ASCII 


Dept 


20 


AN 


20 


ASCII 


Cost Center 


12 


AN 


12 


ASCII 


Professional travel account 
number pointer 


2 


N 


2 


BCD 


Professional license data 


20 


AN 


20 


ASCII 


Credit Card pointer 


2 


N 


1 


BCD 


Company Name 


20 


AN 


20 


ASCII 



Table 7: Exemplary business EF file structure 



[0088] Preferences EF 514 preferably may comprise data related 
to the cardholder's default personal preferences. In an ex- 
emplary embodiment, preferences EF 514 may include a 
field comprising an array of preferences as set forth in 
Table 8 below. Preference values may be preferably cho- 
sen from a list of preference tags as set forth in Table 39. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Preferences Array 


20 


C 


20 


C 



Table 8: Exemplary preferences EF file structure 



[0089] Passport EF 516 may be preferably used to store card- 
holder passport information. In an exemplary embodi- 
ment, passport EF 516 may comprise the fields set forth 
in Table 9 below. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Passport Number 


20 


AN 


20 


ASCII 


Passport Country — ISO 3166 


2 


AN 




ASCII 


Issuance Date 


8 


D 


4 


BCD 


City of Issuance 


20 


AN 


20 


AN 


Expiration Date 


8 


D 


4 


BCD 


Restrictions (glasses, disability, 
etc.) 


20 


AN 


20 


ASCII 



Table 9: Exemplary passport EF file structure 



[0090] Driver EF 516 preferably may comprise cardholder driver 
license data. In an exemplary embodiment, driver EF 518 
comprising the fields set forth in Table 10 below. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Driver's License No. 


20 


a 


20 


ASCII 


Driver's License Issuing 
State/Country 


2 


a 


2 


BCD 


License Expiration Date 


8 


D 


4 


ASCII 


License Type 


2 


C 


4 


BCD 



Table 10: Exemplary driver EF file structure 



[0091] Biometric EF 522 may be used to store biometric data 

(preferably encoded) such as fingerprint data, retina scan 
data, or any other sufficiently unique indicia the card- 
holder's physical or behavioral characteristics. Information 
related to biometric data stored on biometric EF 522 is 
discussed in further detail below. In an exemplary embod- 
iment, biometric EF 522 may comprise a single data string 
as set forth in Table 11 below. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


Biometrics template 


100 


AN 


100 


BIN 



Table 11: Exemplary biometric EF file structure 



[0092] Authentication EF 520 preferably may comprise informa- 
tion for static authentication of the cardholder ID 406 ap- 



plication. Tiiis data may be unique for eacli card, and may 
be sufficiently complex such that counterfeit values can- 
not feasibly be created. This prevents creation of "new" 
counterfeit cards (i.e., cards with new authentication 
data), but does not prevent creation of multiple copies of 
the current card. 
[0093] In an exemplary embodiment, authentication EF 520 may 
include public key certificate fields as shown in Table 12 
below, wherein the external format may be identical to the 
internal format. Preferably, the issuer RSA key may be 640 
bits long, and the CA key may be 768 bits long. 



Record description 


Internal format(bytes) 




Size 


Type 


Signed Static Application Data 


80 


B 


Static Data Authentication Tag List 


16 


B 


Issuer Public Key Certificate 


96 


B 


Issuer Public Key Exponent 


1 


B 


Issuer Public Key Remainder 


20 


B 



Table 12: Exemplary authentication EF 



[0094] Turning now to files under miscellaneous DF 530, pre- 
ferred programs EF 528 preferably may comprise data re- 
lated to the cardholder's preferences as to airline compa- 
nies, hotels, and rental car agencies. Specifically, this EF, 
in an exemplary embodiment, may comprise a plurality of 
records (e.g., three) indicating preferred companies for 



each type of travel partner as shown in Table 13. The ac- 
tual data values conform to an arbitrary convention; That 
is, each airline, hotel, and rental car agency may be as- 
signed an arbitrary three-byte code. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Preferred Airlines 


9 (3x3) 


C 


9 


C 


Preferred Hotels 


9 


C 


9 


c 


Preferred Rental Cars 


9 


c 


9 


c 



Table 13: Exemplary programs EF 



[0095] Payment card EF 510 may be preferably used to catalog 
information related to the cardholder's various payment 
cards, i.e., debit cards, charge cards, and the like. In an 
exemplary embodiment, payment card EF may comprise 
card numbers and expiration dates for two cards as 
shown in Table 14. The "ISO" and "non-ISO" designations 
refer to ISO-7813, which specifies a particular payment 
card number format. Thus, in an exemplary embodiment, 
either an ISO or non-ISO card number scheme may be 
used. Moreover, it may be appreciated that this data set 
may be sufficient only for "card not present" transactions, 
for example, transactions taking place remotely where 
only the card number and expiration date may be required 



to effect a transaction. Data stored within payment system 
application 408 (described below) must be used to effect 
a "card present" transaction. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


First Pavment Card (ISO) 


19 


N 


10 


BCD 


First Payment Card Expiration 

Date 


8 


D 


4 


BCD 


Second Payment Card # (non- 
ISO) 


20 


AN 


20 


ASCII 


Second Payment Card 
Expiration Date 


8 


D 


4 


BCD 



Table 14: Exemplary payment card EF file structure 



[0096] Sequence EF 512 preferably may include information used 
to provide synchronization of the host and smartcard 
databases. In an exemplary embodiment, sequence EF 512 
may comprise a plurality of records comprising the field 
set forth in Table 15 below. This number may be analo- 
gous to a "version" number for the data stored in the ap- 
plication. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Sequence Number 


16 


AN 


16 


ASCII 



Table 15: Exemplary sequence EF file structure 



[0097] Card number EF 526 may be used to record a unique 

number identifying tlie smartcard, and may also be used 
for key derivation (as described in further detail below). 
Preferably, card number EF 526 may comprise a eight- 
byte string as set forth in Table 16 below. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Card Nvimber 


8 


HEX 


8 


HEX 



Table 16: Exemplary card number EF 



[0098] Issuance EF 511 may be used to record various details re- 
lated to the manner in which the application (i.e., card- 
holder ID DF 406) was created. This file may include infor- 
mation related to the identity of the organization that cre- 
ated the application, as well as information related to the 
application itself. In an exemplary embodiment, issuance 
EF 511 may comprise fields as set forth in Table 17 below. 



rieiQ 


External format 


Internal format (bytes) 




Size 


Tj-pe 


Size 


Type 


Country Authority 




ISO 3166 


2 




Issuer Authority 


1 A 


■DTr\ 
KiU - 

ISO 

7816-5 


D 


JrlJiA 


Application version 


5 


XX.YY 


2 


BCD 


Application expiration 
date 


8 


YYYYM 
MDD 


4 


BCD 


Application effective 
date 


8 


YYYYM 

MDD 


4 


BCD 


Personalizer Code 


1 


AN 


1 


ASCII 


Personalization Location 


1 


AN 


1 


ASCII 



Table 17: Exemplary issuance EF file structure 



[0099] jhe personalizer code field shown in Table 17 refers to 
the organization that actually "personalizes" the file. That 
is, before a smartcard may be issued to the cardholder, 
the database structure must be created within EEPROM 
212 (FIG. 2), and the initial data values (i.e., default pref- 
erences, cardholder name, pin numbers, etc.) must be 
placed in the appropriate fields within the various EFs. It 
may be appreciated that, given the nature of the present 
invention, the smartcard "issuer" and "personalizer" for 
any given application may not be the same. Therefore, it 
may be advantageous to record various details of the per- 
sonalization process within smartcard 100 itself. Similar 
issuance file structures may be provided for the other ma- 
jor applications. A method and system for personalization 
are described in greater detail herein. 



[0100] Referring now to FIG. 6, payment system application 408 
preferably may comprise a directory EF 610, issuer DF 
602, and a number of optional DFs 603(a)-(n) for use by 
partnering financial organizations. 

[0101] Directory EF 610 preferably may include a list of applica- 
tion identifiers and labels as described above in the con- 
text of cardholder ID application 406. 

[0102] Issuer DF 602 may comprise payl DF 604, which may in- 
clude data that would traditionally be stored within a track 
on a magnetic stripe card (i.e., debit cards, charge cards, 
and the like). Track 1 and Track 2 storage is described in 
greater detail above. 

[0103] In an exemplary embodiment, payl DF 604 may comprise 
a plurality of records having commonly known magnetic- 
stripe fields as specified in Table 18 below. 



Record description 


External format 


Internal 
format{bytes) 




Size 


Type 


Size 


Type 


Format Code ( Track 1 ) 


1 


AN 


1 


ASCII 


PAN ( Track 2 ) 


15 


N 


8 


BCDF 

right 

padding 


Expiration date ( Track 1 or 2 ) 


4 


YYMM 


2 


BCD 


Effective dale ( Track 1 or 2 ) 


4 


YYMM 


2 


BCD 


Discretionary data ( Track 1 or 2 ) 


5 


N 


3 


BCDF 

right 

padding 


Name ( Track 1 ) 


26 


AN 


26 


ASCII, LJ 

blank 

padding 



Table 18: Exemplary Payl EF file structure 



[0104] Referring now to FIG. 7, airline application 410 preferably 
may comprise directory EF 730, common DF 702, and is- 
suer DF 704, and additional airline applications 703(a), 
703(b), and so on. 

[0105] Directory EF 730 preferably may include a list of applica- 
tion identifiers and labels as described above in the con- 
text of cardholder ID application 406. 

[0106] Common DF 702 generally may include data accessible to 
all participating airlines, while issuer DF 704 generally 
may include data which may only be read or written to by 
the smartcard issuer. Airline application 410 preferably 
further may comprise at least one (preferably three) addi- 
tional DF 703 for use by airline partnering organizations. 
That is, one airline partner may have access to and specify 
the structure of data stored within DF 703(a) (as well as 
common EF 702), while another airline may have similar 
access to DF 703(b). These partner DFs preferably con- 
form to the relevant portions of the lATA specification. 

[0107] Common DF 702 suitably may comprise common data 
which would be of use to any of the various partnering 
airlines, i.e., passenger EF 706, frequent flier EF 708, lET 
EF 710, boarding EF 712, and biometric EF 714. 

[0108] Issuer DF 704, in contrast, may comprise information 



readable by all, but updateable only by the card issuer, 
i.e., preferences EF 716, PIN EF 718, and issuance EF 720. 
[0109] Referring now to information stored within common EF 
702, passenger EF 706 preferably may comprise various 
records related to the passenger as specified in Table 19 
below. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 












Passenger Name 


49 


AN 


49 


ASCII 


Gender 


1 


A 


1 


BIN 


Language Preference 


2 


AN 


2 


ASCII 


Unique ID 


24 


AN 


24 


ASCII 


Airline ID ( 3 letters code ) 


3 


AN 


3 


ASCII 


Type code ( 2 letters ) 


2 


AN 


2 


ASCII 


Unique ID 


19 


AN 


19 


ASCII 


Applicatitin version 


2 


N 


2 


BIN 



Table 1 9: Exemplary passenger EF file structure 



[0110] In an exemplary embodiment, frequent flyer EF 708 may 
comprise a plurality of frequent flier numbers (e.g., ten 
numbers) having the structure specified in Table 20 be- 
low. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


Airline Customer ID 


22 


AN 


22 


ASCII 



Table 20: Exemplary frequent flyer EF file structure 



[0111] EF 710 preferably may comprise a plurality of elec- 
tronic ticket records as set forth in Table 21 below. The 
format of these electronic tickets preferably conforms to 
the lATA standard. 



Description of the 
Records 


External format 


Internal format (bytes) 




Size 


TjTie 


Size 


Type 


lET 1 


14 


AN 


14 


BIN 


IET2 


14 


AN 


14 


BIN 


IET3 


14 


AN 


14 


BIN 


IET4 


14 


AN 


14 


BIN 


IET5 


14 


AN 


14 


BIN 



Table 21: Exemplary lET file structure 



In an exemplary embodiment, boarding EF 712 may com- 
prise boarding data to be used during check in as speci- 
fied in Table 22. The format of this data preferably con- 
forms to the lATA specification. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


Boarding data 


40 


AN 


40 


ASCII 



Table 22: Exemplary boarding EF file structure 



[0113] Biometric EF 714 may be suitably used to store biometric 
data associated witli tlie cardliolder, e.g., retina scan data, 
fingerprint data, or any other sufficiently unique indicia of 
the cardholder's physical or behavioral characteristics. In- 
formation related to biometric data stored on biometric EF 
522 is discussed in further detail below. In an exemplary 
embodiment, biometric EF 714 may comprise data as 
specified in Table 23 below. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


Biometrics data 


100 


AN 


100 


BIN 



Table 23: Exemplary biometric EF file structure 



[0114] Issuance EF 720 may be suitably used to hold data related 
to the issuance of the various applications. In an exem- 
plary embodiment, issuance EF 720 may comprise a data 
structure as specified in Table 24 below. 



Field 


External format 


Internal format (bytes) 




oize 


Type 


olZC 


Type 






TOO ^ 1 fifi 

loyj J LOO 


9 




Issuer Authority 


10 


RID - ISO 

7816-5 


5 


HEX 


Application version 


5 


XX. YY 


2 


BCD 


Application expiration 
date 


8 


YYYYMM 
DD 


4 


BCD 


Application effective 

date 


8 


YYYYMM 
DD 


4 


BCD 


Personalizer Code 


1 


AN 


1 


ASCII 


Personalization Location 
(custom code) 


1 


AN 


1 


ASCII 



Table 24: Exemplary issuance EF file structure 



[0115] PIN EF 718 may be suitably used to store PIN values corre- 
sponding to each of the participating airline partners. In 
an exemplary embodiment, PIN EF 718 may comprise a 
plurality of records having the structure specified in Table 
25 below, wherein each record may be related to the cor- 
responding entry in frequent flyer EF 708 (i.e., record one 
in EF 718 corresponds to record one in EF 708, and so 
on.) 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


PIN 


8 


AN 


8 


BIN 


Expiration date 


8 


D 


4 


BCD 



Table 25: Exemplary PIN EF file structure 



[0116] Preferences EF 716, in an exemplary embodiment, may 



comprise a preferences array as shown in Table 26 below. 
The preference values stored in this file correspond to 
those discussed below in conjunction with Table 38. 



Record description 


External format 


Internal format (bytes) 




Size 


Type 


Size 


Type 


Preferences Array 


8 


C 


8 


BIN 



Table 26: Exemplary preferences EF 716 file structure 



[0117] Referring now to FIG. 8, rental car application 414 prefer- 
ably may comprise common DF 802, directory EF 820, and 
one or more rentaLcar DFs 803 (i.e., 803(a), 803(b), and 
so on) corresponding to individual rental car agencies. 

[0118] Common DF may comprise preferences EF 805, which is 
described in detail below. RentaLcar DFs 803 each com- 
prise a rental_car_id EF 807, reservation EF 809, and ex- 
penses EF 811. 

[0119] Directory EF 820 may include a list of application identi- 
fiers and labels for the various DFs under rentaLcar appli- 
cation 414. The structure of this EF preferably conforms 
to that described above in the context of cardholder ID 
application 406. 

[0120] In an exemplary embodiment, preferences EF 805 may 
comprise a set of preferences arrays file structure as 



shown in Table 27 below. An exemplary list of preference 
codes for use in each of these arrays are described below 
in conjunction with Table 38. 



Record description 


External format 


Internal format( bytes) 


Preferences Array 
(Default) 


8 


C 


8 


BIN 


Preferences Array (No. 
2) 


8 


C 


8 


BIN 


Preferences Array (No. 
3) 


8 


c 


8 


BIN 


Preferred limousine 
company 


12 


AN 


12 


ASCII 



Table 27: Exemplary preferences EF 



[0121] Rental_car_id 807 may be used to store frequent rental 

information, upgrade information, insurance information, 
and the like. In an exemplary embodiment, rental_car_id 
807 may comprise a file structure as shown in Table 28 
below. 



Record description 


External format 


Internal format( 
bytes) 


Frequent Rental ID# 


22 


A 


22 


ASCII 


Company name 


3 


A 




ASCII 


Unique Customer ID 


19 


A 


19 


ASCII 


CDP (Contract Disc. Program) 


10 


A 


10 


ASCII 


Accuniuluted points 


8 


N 


3 


BIN 


Rental features 




AR 


2 


BIN 


Car Type Upgrade 




B 


Ibit 


B 


Week-end/Vacation Special 




B 


1 bit 


B 


Guaranteed Late Reservation 




B 


1 bit 


B 


Insurance 




Axrav 


2 


BIN 


Loss Damage Waiver (LDW) 




B 


1 bit 


B 


Personal Automobile 
Insurance 




B 


1 bit 


B 


Personal Effects Coverage 




B 


1 bit 


B 


Personal Insurance 




B 


1 bit 


B 


Corporate Insurance 




B 


1 bit 


B 



Table 28: Exemplary rental_car_id EF 



[0122] Reservation EF 809 may be used to store confirmation 

numbers corresponding to one or more rental car reserva- 
tions. In an exemplary embodiment, reservation EF 809 
may comprise a plurality of records (e.g., two) having a 
file structure as shown in Table 29 below. 



Record description 


External format 


Internal format( bytes) 


Rental Car Company 


3 


A 


3 


AScn 


Location 


3 


A 


3 


Ascn 


Date 


8 


D 


4 


BCD 


Time 


4 


T 


2 


BCD 


Reservation Number 


15 


A 


15 


Ascn 


Flight Number 


5 


M 


5 


BIN 


Airlines 


3 


AN 


3 


ASCII(RJ) 


Flight number 


4 


N 


2 


BCD 


Preferred profile 


1 


C 


1 


ASCU 



Table 29: Exemplary reservation EF 



[0123] Expenses EF 811 may be used to record expenses in- 
curred by the cardholder during car rental (e.g., the total 
rental charge). In an exemplary embodiment, expenses EF 
811 may comprise a plurality of records (e.g., five) having 
a file structure as shown in Table 30 below. 



Record description 


External format 


Internal format( bytes) 


Type of expense 


1 


C 


1 


ASCII 


Date 


8 


D 


4 


BCD 


Location code 


3 


AN 


3 


ASCII 


Amount 


7 


N 


3 


BIN 



Table 30; Exemplary expenses EF 



[0124] Referring now to FIG. 9, hotel system application 412 
preferably may comprise directory EF 920, common DF 
914, one or more hotel chain DFs 902, and one or more 
property DFs 903. 

[0125] Common DF 914 may comprise reservation EF 918, ex- 
penses EF 916, key-of-the-room EF 910, and preferences 
EF 912. 

[0126] Hotel chain EFs 902(a), 902(b), and so on, comprise pref- 
erences EF 904 and stayer ID EF 906 associated with indi- 
vidual hotel chains. In contrast, property EFs 903(a), 
903(b), and so on, comprise a similar file structure asso- 
ciated with individual hotel properties (i.e., independent of 



whether the particular hotel may be a member of a na- 
tionwide chain). 
[0^27] In an exemplary embodiment, reservation EF 918 may 

comprise a plurality of records having the structure shown 
in Table 31 below. In general, this EF may be used to store 
confirmation numbers transmitted to smartcard 100 when 
the cardholder makes a reservation at a given hotel 
(designated in the property code field). The date field 
stores the date on which the confirmation number was 
dispensed. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Property Code 


3 


AN 


3 


ASCII 


Date 


8 


D 


4 


BCD 


Confirmation Number 


15 


AN 


15 


ASCII 



Table 31 : Exemplary reservation EF 



[0128] Preferences EF 912 preferably may comprise three sets of 
array preferences. The particular codes used in these ar- 
rays are discussed below in conjunction with Table 38. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Preferences Array 
(default) 


8 


C 


8 


BIN 


Preferences Array 

(number 2) 


8 


C 


8 


BIN 


Preferences Array 
(number 3) 


8 


c 


8 


BIN 



Table 32: Exemplary preferences EF 



[0129] Expenses EF 916 preferably may comprise a list of recent 
hotel expenses, for example, room costs, dinner ex- 
penses, and the like. In an exemplary embodiment, ex- 
penses EF 916 may comprise a plurality of records (for 
example, fifteen) arranged in a cyclic file structure and 
comprising the fields shown in Table 33 below. Thus, the 
cardholder may be able to examine and print a list of re- 
cently incurred expenses by type (a code fixed by conven- 
tion), date, amount, and property code. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Type 


1 


C 


I 


ASCII 


Date 


8 


D 


4 


BCD 


Property Code 


3 


AN 


J 


ASCII 


Amount 


7 


N 


3 


BIN 



Table 33: Exemplary expenses EF 



[0130] Key-of-the-room EF 910 preferably may comprise elec- 



tronic key values that may be used in conjunction with 
card readers to provide access to particular hotel rooms. 
In an exemplary embodiment, key-of- the- room EF 910 
may comprise a plurality of alphanumeric key values as 
shown in Table 34 below. 



Record description 


External format 


Internal fonnat(bytes) 




Size 


Type 


Size 


Type 


Key value 


40 


AN 


40 


BIN 



Table 34: Exemplary key-of-the-room EF 



[0131] Stayer ID EF 906 preferably may comprise frequent stayer 
data for a particular hotel chain. In an exemplary embodi- 
ment, Stayer ID EF 906 may comprise frequent stayer in- 
formation as shown in Table 35 below. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Frequent stayer number 


19 


AN 


19 


ASCU 


Frequent Stayer Level 

Code 


1 


AN 


1 


ASCn 


Frequent Stayer Level 
Expiration Date 


6 


YYYYM 
M 


3 


BCD 


CDP 


10 


AN 


10 


ASCII 


Event Counter 


3 


N 


1 


BIN 


Hotel Frequent Stayer PIN 


8 


AN 


8 


BIN 



Table 35: Exemplary stayer ID EF 



[0132] Preferences EF 904 preferably may comprise three sets of 



array preferences as shown in Table 36. The particular 
codes used in these arrays are discussed below in con- 
junction with Table 38. 



Record description 


External format 


Internal format(bytes) 




Size 


Type 


Size 


Type 


Preferences Array (default ) 


8 


C 


8 


BIN 


Preferences Array (number 
2) 


8 


C 


8 


BIN 


Preferences Array (number 
3) 


8 


C 


8 


BIN 



Table 36: Exemplary preferences EF 



[0133] Property DFs 903(a), 903(b), etc., may be used in cases 
where the partnering hotel may be not part of a major 
chain, or when the hotel chooses to employ its own data 
set independent of its affiliation. In one embodiment, 
these property DFs may be identical in structure to hotel 
chain DFs 902, except that much of the frequent stayer ID 
information may be removed. More specifically, atypical 
property DF 903 may comprise a preferences EF 938 iden- 
tical to preferences 904 described above, along with a 
stayer ID EF 934 which may include only the CDP, event 
counter, and hotel frequent stayer PIN fields described in 
conjunction with Table 33 above. Alternatively, a particu- 
lar hotel chain or property may choose to implement a 



different file structure tlian that described above. 

[0134] As mentioned briefly above, an exemplary embodiment 
may be configured such that preferences may be located 
in several files distributed throughout smartcard 100; i.e., 
in preferences EF 514, airline preferences EF 716, hotel 
preferences EF 912 and 904, and car preferences EF 810. 
This allows apparently conflicting preferences to coexist 
within the card depending on context. For example, it may 
be possible to opt for non-smoking in the cardholder ID 
application while choosing the smoking option within the 
hotel application. In the case of conflict, preferences may 
be read from the top level to the bottom level, and each 
level supersedes the previous one. 

[0135] An exemplary set of codification rules may be set forth in 
Table 37 below: 



0-49 


General purpose (Cardholder ID 406) 


50-99 


Hotel application 412 


100-149 


Rental car application 414 


150-199 


Airline application 410 


200-255 


Other 



Table 37: Exemplary Preferences Code Ranges 



[0136] More specifically, in an exemplary embodiment, prefer- 
ence flags may be coded as set forth in Table 38 below. 



Preference 


Code (decimal) 


GENERAL PURPOSE 




Smoking 


00 


Non-smoking 


01 


Home as preferred address 


02 


Work as preferred address 


03 


Handicapped 


04 


Home as preferred e-mail address 


05 


Work as preferred e-mail address 


06 






HOTEL PREFERENCES 




King-size bed 


50 


Queen-size bed 


51 


Double bed 


52 


High floor room 


53 


Low floor room 


54 


Near elevator room 


55 


Away from elevator room 


56 






RENTAL CAR PREFERENCES 




Compact car 


100 


Standard car 


101 


Mid-size car 


102 


Luxury car 


103 






AIRLINE PREFERENCES 




Window seat preferred 


150 


Aisle seat prefen ed 


151 


Low calorie 


152 


Vegetarian 


153 


Diabetic 


154 


Low sodium 


155 


Kosher 


156 



Table 38: Exemplary preference codes 



[0137] In the context of smartcard transactions, data security lias 
five primary dimensions: 1) data confidentiality, 2) data 
integrity, 3) access control, 4) authentication, and 5) non- 
repudiation. Each of these dimensions may be addressed 
through a variety of security mechanisms. Data confiden- 
tiality, which deals with keeping information secret (i.e., 
unreadable to those without access to a key), may be sub- 
stantially ensured using encryption technology. Data in- 



tegrity (and data source verification) focuses on ensuring 
that data remains unclianged during transfer, and typi- 
cally may employ message authentication techniques. Ac- 
cess control involves card holder verification and other re- 
quirements necessary in order for a party to read or up- 
date a particular file. Authentication involves ensuring that 
the card and/or the external device may be what it pur- 
ports to be, and non-repudiation deals with the related 
task of ensuring that the source of the data or message 
may be authentic, i.e., that a consumer may not repudiate 
a transaction by claiming that it was "signed" by an unau- 
thorized party. Cardholder verification using a biometric 
security system is described in greater detail below. 
[0138] Authentication may be preferably performed using a "chal- 
lenge/response" algorithm. In general, authentication 
through a challenge/response system involves: 1) genera- 
tion of a random number by a first party; 2) transmission 
of the random number to a second party (the "challenge", 
3) encryption of the random number by the second party 
in accordance with a key known to both parties, 4) trans- 
mission of the encrypted random number to the first party 
(the "response"), 5) encryption of the random number by 
the first party, and 6) comparison by the first party of the 



two resulting numbers. In the case where the two num- 
bers match, authentication may be successful; if not, the 
authentication may be unsuccessful. Note that authentica- 
tion may work both ways: the external world may request 
authentication of a smartcard (internal authentication), 
and a smartcard may request authentication of the exter- 
nal world (external authentication), a more detailed ac- 
count of an exemplary challenge/response algorithm may 
be found in the IBM MFC specification. 
[0139] In an exemplary embodiment, the DES algorithm (Data En- 
cryption Standard) may be employed for the various secu- 
rity functions; however, it may be appreciated that any 
number of other symmetrical or asymmetrical techniques 
may be used in the context of the present invention. More 
particularly, there may be two general categories of en- 
cryption algorithms: symmetric and asymmetric. Symmet- 
ric algorithms use the same key for encryption and de- 
cryption, for example, DEA (data encryption algorithm) 
which uses a 56-bit key to encrypt 64-bit blocks of data. 
Asymmetric algorithms, in contrast, use two different 
keys: one secret key and one public key. The RSA algo- 
rithm, for example, uses two such keys and exploits the 
computational complexity of factoring very large prime 



numbers. Additional information tliese and otiier crypto- 
grapliic principles may be found in a number of standard 
texts, for example: Seberry & Pieprzyk, "Cryptography: An 
Introduction to Computer Security" (1989); Rhee, "Cryptog- 
raphy and Secure Communications" (1994); Stinson, "Cryp- 
tography: Theory and Practice" (1995); "Contemporary 
Cryptography: The Science of Information Integrity" 
(1992); and Schneier, "Applied Cryptography" (2d ed. 
1996), the contents of which are hereby incorporated by 
reference. 

[0140] Access control may be suitably provided by including ac- 
cess conditions within the header of each EF and DF. This 
prevents a particular operation (e.g., reading or updating) 
from being performed on a file unless the required access 
conditions have been fulfilled. Many different access con- 
ditions may be appropriate in a smart card context. For 
example, the smartcard may require cardholder verifica- 
tion (i.e., request that the cardholder enter a PIN) before a 
file operation may be allowed. Similarly, internal and/or 
external authentication as described above may be re- 
quired. 

[0141] Another important access condition (referred to herein as 
the SIGN condition) corresponds to the case where a par- 



ticular file may be "protected" and where updating of a 
record requires "signing" of tlie data using a message au- 
thentication code (I^AC). A MAC may be thought of as a 
form of electronic seal used to authenticate the content of 
the message. In a paradigmatic signing procedure, a 
shortened, encrypted representation of the message (the 
MAC) may be created using a message authentication al- 
gorithm (MAA) in conjunction with a key known to both 
the card and external device. The MAC may be then ap- 
pended onto the message and sent to the card (or exter- 
nal device, depending on context), and the card itself 
generates a MAC based on the received message and the 
known key. The card then compares the received MAC 
with the its own internally-generated MAC. If either the 
message or MAC was altered during transmission, or the 
sending party did not use the correct key, then the two 
MACs may not match, and the access condition may not 
be fulfilled. If the two MACs correspond, then the access 
condition may be fulfilled, and the particular file operation 
may proceed. 

[0142] A MAC may be generated using a variety of MAAs, for ex- 
ample, the ANSI X9.9 method using an eight-byte key, or 
the ANSI X9.19 method using a sixteen-byte key. Further- 



more, the actual key may be "diversified" through encryp- 
tion with a random number or other appropriate value. 
These and other details regarding MAC generation may be 
found in the references cited above as well as the IBM MFC 
specification. 

[0143] Tvvo other important access conditions may be the NEVER 
and FREE conditions. The NEVER condition corresponds to 
the case where a certain file operation (typically updating) 
may be never allowed. The FREE condition, on the other 
hand, corresponds to the case where either updating or 
reading a file record may be always allowed, without any 
additional preconditions for access. 

[0144] In contrast to the MAC techniques discussed briefly above, 
non-repudiation may be necessarily performed using 
asymmetrical techniques. That is, as symmetrical tech- 
niques such as MAC "sealing" use a key known to more 
than one party, such techniques may not be used by a 
third-party to ascertain whether the source of the mes- 
sage may be correct. Thus, non-repudiation typically may 
employ a public key encryption scheme (e.g., the Zimmer- 
man's PGP system), wherein the sender uses a secret key 
to "sign" the message, and the receiving party uses the 
corresponding public key to authenticate the signature. In 



the context of the present invention, this function may be 
suitably performed by allocating an EF for public and se- 
cret key rings, which may be well known in the art, along 
with suitable encryption software resident in the card for 
assembling the signed message. 
[0145] Having thus given a brief overview of typical smartcard 
security procedures, an exemplary set of access condi- 
tions may be set forth below in Table 39. In this regard, 
the various access conditions for each EF may be tabu- 
lated with regard to whether the file may be being read or 
updated. In each case, the access condition (FREE, SIGN, 
etc.), key "owner" (issuer, partner, user, etc.), and key 
name may be listed. In this regard, it may be appreciated 
that the key name may be arbitrary, and may be listed 
here for the sake of completeness. 





READING 


UPDATING 




Access 
condition 


Owner 


Key 


Access 
condition 


Owner 


Key 


MF 














Dr Caranoluer 

lU 4Uo 














DFHolder_ID 
502 














EF ID 504 


FREE 






SIGN 


ISSUER 


KEYl 


EF Home 506 


FREE 






SIGN 


ISSUER 


KEYl 


EF Business 508 


FREE 






SIGN 


ISSUER 


KEYl 


EF Preferences 
514 


FREE 






SIGN 


ISSUER 


KEYl 


EF Passport 516 


FREE 






SIGN 


ISSUER 


KEYl 


EF Biometrics 

522 


FREE 






SIGN 


ISSUER 


KEYl 


EF Driver 5 1 8 


FREE 






SIGN 


ISSUER 


KEYl 


DF 

Miscellaneous 














EF Payment card 

CIA 

510 


FREE 






SIGN 


ISSUER 


KEYl 


he sequence 512 


FREE 






FREE 






EF Card Number 

520 


FREE 






SIGN 


ISSUER 


KEYl 


DF Payment 

iSystem 4(Jo 














Ur issuer oUz 














EF Payl 604 


FREE 






FREE 






DF Airline 410 














DF C ommon 702 














EF Passenger 

706 


FREE 






SIGN 


ISSUER 


KEY2 


EF Frequent flier 
708 


FREE 






SIGN 


ISSUER 


KEY2 


EF lET 710 


FREE 






FREE 






EF Boarding 712 


FREE 






CTI L.' L' 

rKbb 






EF Bio metric 
714 


FREE 






FREE 






DF Issuer 704 














EF Preferences 
716 


FREE 






SIGN 


ISSUER 


KEY2 


EF PIN 718 


FREE 






SIGN 


ISSUER 


KEY2 


EF Issuance 720 


FREE 






SIGN 


ISSUER 


KEY2 


DF Rental car 
414 















DF Common 802 














EF Preferences 
805 


FREE 






USER 


IDENT 


PIN 


DF Rental car 

803 














EF 

Rental car lD 
807 


FREE 






SIGN 


RENTCA 
R 


KEY6 


EF Reservation 
809 


FREE 






FREE 






EF Expenses 8 1 1 


FREE 






SIGN 
(append) 
IDENT 
(erase) 


RENTCA 
R 

(append) 

USER 

(erase) 


KEY6 
(appen 
d) 

PIN 
(erase) 


DF Hotel system 
412 














DF Common 914 














EF Reservation 
918 


FREE 






FREE 






EF Expenses 916 


FREE 






FREE 
(append) 
IDENT 
(erase) 


USER 
(erase) 


PIN 
(erase) 


EF Key-of-the- 
room910 


FREE 






FREE 






EF Preferences 

912 


tr D 






olLrlN 




JVJul 1 


DF Hotel chain 
902 














EF Preferences 
904 


FREE 






SIGN 


ISSUER 


KEYl 


EF Stayer ED 906 


FREE 






SIGN 


HOTEL 


KEYS 































Table 39: Exemplary access conditions 



[0146] Having thus given a detailed description of an exemplary 
smartcard 100 and an exemplary data structure 400, the 
various details related to transactions involving smartcard 



100 may now be described. In general, a typical smartcard 
session involves: (1) activation of the contacts (or compa- 
rable non-contact means); (2) card reset; (3) Answer to 
reset (ATR) by card; (4) Information exchange between 
card and host; and, at the conclusion of a session, (5) de- 
activation of contacts. 
[0147] First, card 100 may communicate with a card reader pro- 
vided at an access point 15, and suitable connections may 
be made between communication region 108 on card 100 
and the card reader. By "may communicate," a user may 
swipe card 100, insert card 100 into access point 15 and/ 
or a reader associated with access point 15, and interact 
with access point 15 via communication region 108 by 
any suitable communication channels, such as, for exam- 
ple, a telephone network, an extranet, an intranet, Inter- 
net, point of interaction device, online communications, 
off-line communications, wireless communications, 
transponder communications, local area network (LAN), 
wide area network (WAN), networked or linked devices 
and/or the like. Communication may entail the use of one 
or more biometric security systems described in greater 
detail herein. 

[0148] In an exemplary embodiment, physical contacts (contacts 



106 in FIG. 1) may be used, and DATA, CLOCK, RESET, 
VDD, and GND connections may be made. Tliese contacts 
may be electrically activated in a particular sequence, 
preferably in accordance with ISO 7816-3 (RST to low 
state, VDD powered, DATA to reception mode, then CLK 
applied). 

[0149] jhe card reader then initiates a reset (i.e., RST to high 
state), and the card returns an answer to reset string 
(ATR) on the DATA line, preferably in conformance with 
the content and timing details specified in the appropriate 
parts of ISO 7816. In an exemplary embodiment, the in- 
terface characters may be chosen to reflect a T=l protocol 
(asynchronous, half-duplex, block-oriented mode). Fur- 
ther in accordance with ISO-7816-3, after the card sends 
an ATR string and the proper protocol may be selected (in 
an exemplary embodiment, the T=l mode), host 314 and 
card 100 begin the exchange of commands and responses 
that comprise a particular transaction. The nature of these 
commands is discussed in further detail below. 

[0150] At the end of a smartcard session, contacts 106 may be 
deactivated. Deactivation of contacts 106 may be prefer- 
ably performed in the order specified in ISO 7816-3 (i.e., 
RST to low state, CLK to low state, DATA to low state, VDD 



to inactive state). As mentioned above, tlie VPP contact 
may be not utilized in an exemplary embodiment. 

[0^51] In the context of the present invention, command classes 
and instructions may be provided for 1) working with ap- 
plication data (i.e., files stored within the various applica- 
tions), 2) ensuring data security, 3) card management, and 
4) performing miscellaneous functions. 

[0152] Application data commands may be suitably directed at 
selecting, reading, and updating individual records or 
groups of records within files. Security commands may 
suitably include commands for performing the challenge/ 
response authentication process, generating random 
numbers, loading or updating cryptographic keys, and 
changing and verifying the card-holder verification codes 
(CHVl and CHV2). Card management commands may 
suitably include commands which allow for the creation 
and deletion of directories (DFs) and elementary files 
(EFs). Miscellaneous commands may be suitably provided 
for modifying the baud rate and reading various card 
statistics (e.g., data logged during production of the card.) 
It may be appreciated that many different command sets 
could be designed for implementing these basic func- 
tions. One such command set may be provided by the IBM 



Multifunction Card Operating System 3.51, hereby incor- 
porated by reference. 
[0153] Referring again to FIG. 10, access point 15 preferably may 
comprise software which may provide a user interface (for 
example, a graphical user interface) and may be capable 
of executing the appropriate SCOS commands in accor- 
dance with the particular transaction being effected. For 
example, consider the case where a cardholder wishes to 
add a preference in car preferences EF 810 within rental 
car application 414 (shown in FIG. 8). In this instance, a 
cardholder would locate a convenient access point 15 (for 
example, a stand-alone kiosk in a mall) and insert card 
100 in a provided card reader in order to initiate a trans- 
action. After suitable handshaking between card 100 and 
the card reader has taken place, and after the cardholder 
has been properly authenticated (i.e., the correct access 
conditions for updating car preferences EF 810 have been 
fulfilled), the application program at access point 15 
queries the user with a choice of preference codes (for 
example, those listed in Table 39 above). The user then 
indicates a choice through textual or graphical means, 
and the appropriate value may be sent to card 100 by the 
application program as part of a command string. This 



value may then be sent to the appropriate partnering or- 
ganization 12 (i.e., a rental car partner) and issuer 10 over 
network 19 to be stored in their respective databases 13 
and 11. Alternatively, this data may be sent later as part 
of a card/database synchronization procedure, e.g., when 
the original transaction proceeds off-line. 

[0154] Consider, as another example, the typical hotel transac- 
tion. As detailed above, the cardholder inserts card 100 
into a card reader deployed at a suitable access point 15. 
After appropriate initialization procedures take place, the 
cardholder may be presented, through the use of a graph- 
ical user interface, the option to make a hotel reservation. 
Upon choosing this option, the software may interrogate 
the hotel preferences field in exemplary programs EF 524 
in cardholder ID application 406 and display these hotels 
first within the list of possible choices. 

[0155] After the cardholder selects a specific hotel property, the 
software contacts the appropriate partner 12 over network 
19 and requests a hotel room for a particular set of dates. 
This step may involve an interrogation of the various files 
within hotel system application 412 to which the particu- 
lar hotel has access (i.e., a hotel chain DF 902 or property 
DF 903), or this step may be deferred until check-in (as 



described below), 

[0156] Once a reservation lias been made, tlie associated confir- 
mation number supplied by the hotel may be downloaded 
into the confirmation number field in reservation EF 918 
along with the date and the property code of the hotel. 
This step may require the cardholder to transmit appro- 
priate credit card information, which may be suitably re- 
trieved from payl EF 604. 

[0157] Upon arrival at the hotel, the cardholder may use smart- 
card 100 to access a kiosk or other convenient access 
point provided for check-in. Thus, check-in may take 
place unassisted by hotel personnel, or may involve a 
more traditional person-to-person interaction where card 
100 may be used primarily to streamline the check-in 
process initiated by personnel at the front desk. 

[0158] At check-in, the confirmation number information may be 
retrieved from reservation EF 918., and a particular room 
may be assigned (if not assigned previously). This step 
may typically involve retrieving, from the appropriate 
preference file (i.e., preferences EF 904 or 912), a list of 
preferences regarding bed size, room type, and the like. 
This list may be matched against the hotel's database of 
available rooms, thereby helping to streamline the room 



assignment process. 

[0159] Once a room may be assigned, a digital l<ey corresponding 
to the assigned room (e.g., a numeric value or alphanu- 
meric string) may be stored in key-of-the-room EF 910. 
Card readers may be then employed as part of the door 
lock apparatus for each room, which may be configured to 
open only upon receiving the correct key. 

[0160] At check-out time, payment may take place using pay- 
ment card information stored in payment card EF 510 and 
payl EF 604. Again, a suitable smartcard reader (i.e., a 
reader configured with access point 15), may be provided 
in any location convenient for check out, e.g., the hotel 
lobby or within the individual hotel rooms themselves. 
The cardholder may then acquire frequent stayer points, 
which would involve updating one of the stayer ID EFs 906 
(or 936). During the course of his stay at the hotel, the 
cardholder may have incurred any number of expenses 
related to room-service, on-site dining, film viewing, and 
the like. These expenses, or a subset thereof, may be 
conveniently downloaded into expenses EF 916 for later 
retrieval, printout, or archiving. 

[0161] Use of card 100 in a rental car context would necessarily 
involve many of the same steps described above. The task 



of assigning a car would involve retrieving car preferences 
stored within preferences EF 805 and comparing them to 
a database of available automobiles. Upon returning the 
automobile, the cardholder may then be awarded frequent 
rental points (through update of frequent renter EF 807), 
and an expense record may be stored within expenses EF 
811. 

[0162] In the airline context, card 100 could be used to make 
reservations, record preferences, and provide a payment 
means as described above. In addition, electronic tickets 
may be downloaded (EF lET 710), and boarding informa- 
tion may be supplied via boarding EF 712. Frequent flyer 
EF 708 may then be used to update the cardholder's fre- 
quent flyer miles. 

[0163] The system in accordance with various aspects of the 

present invention may include methods and apparatus for 
personalizing and dynamically synchronizing smartcards 
and associated databases in the context of a distributed 
transaction system. More particularly, referring now to 
FIG. 11, an exemplary dynamic synchronization system 
(DSS) preferably may comprise a secure support client 
server 1104, a card object database update system 1106 
(CODUS), one or more enterprise data synchronization 



may interface 1108 (EDSI), an update logic system 1110, 
one or more enterprise data collection units 1112 
(EDCUs), and one or more smartcard access points 15 
configured to interoperably accept and interface with 
smartcards 100. In an exemplary embodiment, DSS also 
suitably may comprise a personalization system 1140 and 
an account maintenance system 1142 configured to com- 
municate with CODUS 1106. 
[0164] More particularly, in an exemplary embodiment, secure 
support client server 1104 may be connected over a suit- 
able network to EDSIs 1108 through enterprise network 
1114. EDSIs 1108 may be linked to update logic system 
1110, which itself may be linked to enterprise data collec- 
tion units 1112. Enterprise data collection units 1112 may 
be linked to CODUS 1106 and secure support client server 
1104. In general, as described in further detail below, 
each enterprise (e.g., airline partner, hotel partner, travel 
agency, etc.) may be preferably associated with a corre- 
sponding EDSI 1108, enterprise network 1114, and EDCU 
1112. That is, EDCU 1112(a) corresponds to EDSI 1108(a) 
and enterprise network 1114(a), EDCU 1112(b) corre- 
sponds to EDSI 1108(b) and enterprise network 1114(b), 
and so on. The DSS may include an arbitrary number of 



such functional blocks in accordance with the number of 
enterprises represented. 

[0165] Personalization system 1140 may suitably function as the 
issuing source of smartcards 100. That is, personalization 
system 1140 may create and issue smartcards for use by 
the consumer by providing a predetermined file structure 
populated with initialization data (e.g., account numbers, 
serial numbers, smartcard identifiers, default preferences, 
and the like). In this regard, CODUS 1106 may interface 
with personalization system 1140 in order to facilitate 
reissuance of the card by providing updated data in the 
event a card may be destroyed, lost, or stolen. Personal- 
ization system 1140 is described in detail below in con- 
junction with FIG. 19. 

[0166] Account maintenance system 1142 may be provided for 
customer service purposes and, in this capacity, acts as 
the point of entry for cardholder complaints, questions, 
and other customer input. CODUS 1106 suitably may 
communicate with account maintenance system 1142 in 
order to assist customer service representatives and/or 
automated systems in addressing cardholder issues. 

[0167] Enterprise network 1114 may be configured similarly to 
network 19 described above. Those skilled in the art will 



appreciate that a variety of liardware systems are suitable 
for implementing the present invention. Various modems, 
routers, CPU's, monitors, back-up systems, power-sup- 
plies, and peripherals may be employed to realize the 
benefits of the present system. In one embodiment, for 
example, a Compaq Prolinea computer operating in an 
OS/2 environment using IBM MQ Server software is used 
to implement secure support client server 1108, wherein 
the various access points comprise stand-alone smartcard 
kiosks, an EDCU 1112 and CODUS 1116 is then imple- 
mented on a Compaq Prolinea computer operating in a 
Windows/NT environment running a suitable database 
software package. 
[0168] Secure support client server 1104 may provide, where ap- 
propriate, any functionality missing from the individual 
access point 15 used during a transaction. Server 1104 
also may suitably handle routing of messages from access 
points 15 to the appropriate EDS! 1108 and/or EDCU 
1112. 

[0169] Referring now to FIGS. 11 and 12, an exemplary secure 

support client server 1104 may comprise a security engine 
1202, a supplemental application support 1204, and a 
router 1206. Security engine 1202 may comprise suitable 



hardware and /or software to provide secure messaging 
between server 1104, EDSUs 1112, and enterprise net- 
work 1114. More specifically, security engine 1202 may 
utilize authentication, data encryption, and digital signa- 
ture techniques in connection with incoming and outgoing 
message packets. A variety of conventional security algo- 
rithms may be suitable in the context of the present in- 
vention, including, for example, DES encryption, RSA au- 
thentication, and a variety of other symmetrical and non- 
symmetrical cryptographic techniques. 
[0170] Supplemental application support 1204 preferably may 
comprise suitable hardware and/or software components 
related to a specific access point 15 functionality. More 
particularly, server 1104 may suitably determine the na- 
ture of access point 15 utilized during a transaction. If ac- 
cess point 15 does not include the appropriate software 
for effecting the requested transaction, then server 1104 
supplies the functionality (i.e., software modules) which 
completes the transaction with respective EDSIs 1108 
and/or EDCUs 1112. The supplemental functionality may 
include, inter alia, software modules for properly format- 
ting message packets (described in further detail below) 
sent out over the various networks comprising the DSS. 



For example, where a transaction takes place via an ac- 
cess point 15 which may consists entirely of a stand-alone 
smartcard reader 2500, then nearly all functionality may 
be supplied by server 1104 because the smartcard reader, 
by itself, may be only capable of transferring messages to 
and from smartcard 100 in a "dumb" manner. However, 
when a suitably configured PC may be included for access 
point 15, most necessary functionality may be supplied by 
various software modules residing in the PC. In such a 
case, server 1104 may need only transfer the various 
message packets to and from access point 15 without 
supplying additional software. Added functionality may be 
supplied through any suitable method, for example, 
through the use of portable software code (e.g., Java, Ac- 
tiveX, and the like), or distributed software residing within 
access points 15, cards 100, and/or server 1104. 
[0171] Router 1206 may suitably handle routing of messages to 
the appropriate EDCUs 1112, enterprise network 1114, 
and access points 15. That is, router 1206 may be config- 
ured to identify the appropriate functional blocks within 
the DSS to which a given message packet should be sent. 
The identification of the appropriate functional blocks 
may take place in a number of ways. In an exemplary em- 



bodiment, the identification may be accomplislied through 
the use of a loolc-up table comprising a list of appropriate 
destinations keyed to information extracted from requests 
received from access points 15. 

[0^72] In an alternate embodiment of the present invention, a 
secure support client server 1104 may be not used, and 
the functionality of access points 15 may be suitably 
specified in order to obviate the need for server 1104. Al- 
ternatively, the functions of server 1104 may be allocated 
and distributed throughout the DSS components in any 
advantageous manner. 

[0173] It niay be appreciated by those skilled in the art that the 
term "transaction" refers, generally, to any message com- 
municated over the system for effecting a particular goal, 
for example, debit/charge authorization, preference 
changes, reservation requests, ticket requests, and the 
like. FIG. 21, for example, shows an exemplary transaction 
data structure useful in the context of performing an on- 
line transaction with a travel partner, wherein the field 
name 2102, data type 2104 ("C" for character), maximum 
byte-length 2106, and description 2108 may be listed in 
tabular form. In this example, the transaction messages 
may suitably comprise comma delimited data packets, al- 



though other data structures may be employed. 

[0174] CODUS 1106 may suitably securely store information re- 
lated to the state of the various issued smartcards 100. 
Referring now to FIGS. 11 and 16, in an exemplary em- 
bodiment, CODUS 1106 may comprise a security engine 
1602, a data management module 1604, a object 
database 1616, a card object administration module 
1606, and an audit file 1608. 

[0175] Security engine 1602 may provide suitable security for, 
inter alia, the information stored within object database 
1616. In this regard, security engine 1602 may utilize var- 
ious authentication, data encryption, and digital signature 
techniques in connection with incoming and outgoing 
message packets. Suitable algorithms in the context of the 
present invention, include, for example, DES encryption, 
RSA authentication, and a variety of other symmetrical and 
non-symmetrical cryptographic techniques. 

[0176] Data management module 1604 may suitably act as a data 
interface between CODUS 1106 and account maintenance 
1142 as well as between CODUS 1106 and the various ED- 
CUs 1112. More specifically, module 1604 converts and 
translates between the data format used in these systems. 
For example, data stored within object database 1616 



may not be stored in a format which may be easily used 
by EDCUs 1112 or account maintenance 142. Accordingly, 
data management module 1604 may comprise suitable 
routines for effecting conversion and formatting of both 
incoming and outgoing data. 

[0177] Card object administration module 1606 preferably may 
provide suitable database software to edit, update, delete, 
synchronize, and ensure non-corruption of data stored 
within object database 106. A variety of database pack- 
ages may be suitable for this task, including, for example, 
various conventional fourth-generation relational 
database management systems (4GL RDBMS). 

[0178] Audit file 1608 suitably may track changes to object 

database 1616, thereby helping to ensure the integrity of 
card data stored within CODUS 1106. More particularly, 
when changes to object database 1616 take place as a re- 
sult of preference updates, transactions, application 
structure changes, and the like, audit file 1608 may track 
suitable information related to these changes, e.g., time, 
date, and nature and content of the change. 

[0179] Object database 1616, may be used to store the known 
state of the various smartcards 100. In general, the state 
of a smartcard may be characterized by a suitable set of 



card indicia. In an exemplary embodiment, wherein a data 
structure in accordance with ISO-7816 may be employed, 
object database 1616 stores information related to the in- 
dividual applications present on the various smartcards 
100 (i.e., the overall file structure) as well as the individual 
fields, directories, and data that comprise those applica- 
tions. A file structure for object database 1616 may be 
chosen such that it may include a suitable set of data 
fields for a given smartcard 100. 

[0180] In an exemplary embodiment, the various EDSIs 1108 

track changes to smartcard data and/or applications cor- 
responding to individual enterprises. With reference to 
FIGS. 11 and 13, in an exemplary embodiment, EDSI 1108 
may comprise a communication server 1302, a security 
engine 1304, and a file structure 400. 

[0181] Communication server 1302 may suitably facilitate com- 
munication with enterprise network 1114 and update 
logic system 1110. In this regard, server 1302 may be 
configured to translate between various formats, media, 
and communication protocols as may be necessary given 
the particular choice of components employed. 

[0182] Security engine 1304 may provide suitable security mea- 
sures with respect to the access and storage of informa- 



tion with file structure 400. Security engine 1304 may uti- 
lize various authentication, data encryption, and digital 
signature techniques in connection with incoming and 
outgoing message packets. Suitable algorithms in the 
context of the present invention, include, for example, 
DES encryption, RSA authentication, and a variety of other 
symmetrical and non-symmetrical cryptographic tech- 
niques. 

[0183] File structure 400, described in greater detail above, may 
comprise a single database or a set of distributed 
databases and may suitably provide a means for storing 
smartcard information related to individual partners or 
enterprises. During synchronization (as described in fur- 
ther detail below) any changes to file structure 400 may 
be propagated through the system and, visa-versa, 
changes elsewhere in the system may be communicated 
to file structure 400. This communication may be prefer- 
ably done securely (using security engine 1304) in con- 
junction with communication server 1302. 

[0184] In an alternate embodiment, the functionality provided by 
the EDSIs 1108 may be folded into the corresponding 
EDCU 1112. That is, while an illustrated embodiment may 
employ one or more physically separate EDSIs 1108, it 



may be advantageous to further streamline the DSS by in- 
corporate this functionality into the corresponding EDCU 
1112 functional block. 

[0185] In an exemplary embodiment, update logic system 1110 
formats and securely routes card data received from and 
transmitted to EDCUs 1112 and EDSIs 1108. Referring 
now to FIG. 14, in an exemplary embodiment, update 
logic system 1110 may include a logic engine 1402, a 
data management module 1404, a security engine 1406, 
an enterprise update administrator 1408, and an enter- 
prise update audit module 1410. 

[0186] Logic engine 1402 may suitably function to direct and 
distribute information changes across the system. Thus, 
logic engine 1402 may be able to determine which mod- 
ules (i.e., which EDCUs 1112 and EDSIs 1108) need to re- 
flect the change Data management module 1404 may 
suitably act as a data interface between EDSIs 1108 and 
EDCUs 1112. More specifically, module 1404 may be able 
to convert and translate between data format used in 
these systems. Accordingly, data management module 
1604 may comprise suitable routines for effecting conver- 
sion and formatting of both incoming and outgoing data. 

[0187] Security engine 1406 may be used to provide suitable se- 



curity measures with respect to data flowing througli up- 
date logic system 1110. Security engine 1406 may utilize 
various authentication, data encryption, and digital signa- 
ture techniques in connection with incoming and outgoing 
message packets. Suitable algorithms in the context of the 
present invention, include, for example, DES encryption, 
RSA authentication, and a variety of other symmetrical and 
non-symmetrical cryptographic techniques. 

[0188] Enterprise update administrator 1408 suitably may com- 
prise overhead software necessary to maintain data trans- 
fer between EDSIs 1108 and EDCUs 1112. 

[0189] Enterprise update audit module 1410 suitably may track 
update information flowing through update logic system 
1110. More particularly, when information may be com- 
municated across update logic system 1110, (as a result 
of preference updates, transactions, application structure 
changes, and the like), audit module 1410 may track suit- 
able indicia of this information, e.g., time, date, and na- 
ture and content of the communication. 

[0190] EDCUs 1112 preferably store and coordinate the transfer 
of synchronization data corresponding to a particular en- 
terprise. With reference to FIG. 15, in an exemplary em- 
bodiment, enterprise data collection unit 1112 may in- 



elude a security engine 1508, a customer update transac- 
tion database 1504, a customer pending transaction 
database 1514, an update database 1502, an EDCU audit 
file 1506, an EDCU administrative file 1512, and an EDCU 
data management module 1516. 

[o^9^] Security engine 1508 may be used to provide suitable se- 
curity measures with respect to data flowing through 
EDCU 1112. Toward this end, security engine 1406 may 
utilize various authentication, data encryption, and digital 
signature techniques in connection with incoming and 
outgoing message packets. Suitable algorithms in the 
context of the present invention, include, for example, 
DES encryption, RSA authentication, and a variety of other 
symmetrical and non-symmetrical conventional crypto- 
graphic techniques. 

[0192] Customer update transaction database 1504 may be used 
to store information which has been updated on a smart- 
card 100, but which has not yet propagated to the various 
databases and networks that require updating. For exam- 
ple, smartcard 100 may be used to change cardholder 
preferences in the course of a transaction with a particular 
enterprise. This information would, in the short term, be 
stored in database 1504 (for the particular enterprise) un- 



til it could be fanned-out to CODUS 1106 and the appro- 
priate EDCUs 1112 and EDSIs 1108. This type of transac- 
tion is described in further detail below. 

[0193] Customer pending transaction database 1514 may be 

suitably used to store information related to transactions 
which have taken place without direct use of the smart- 
card 100. More particularly, some transactions, such as 
preference changes and the like, may be initiated by a 
cardholder through a channel which does not involve use 
of the card, for example, through a verbal request over a 
standard telephone. In such a case, and as detailed further 
below, this data may be suitably stored in pending trans- 
action database 1514. The transaction data remains in 
database 1514 until the corresponding smartcard 100 
may be used in conjunction with an access point 15, 
whereupon smartcard 100 itself (as well as CODUS 1106) 
may be updated with this new information. 

[0194] Update database 1502 may be suitably used to store other 
types of transactions, i.e., transactions which may not be 
classifiable as update, loyalty or pending. For example, 
update database 1502 may be employed to store file 
structure updates as detailed below. 

[0195] Audit file 1506 may be used to track changes to update 



database 1504, pending database 1514, and database 
1502. Audit file 1506 therefore helps to ensure the in- 
tegrity of data in the respective files. 

[0196] Administrative file 1512 may provide suitable database 
software necessary to edit, update, delete, synchronize, 
and ensure non-corruption of data stored within the vari- 
ous databases that comprise EDCU 1112 i.e., databases 
1502, 1504, and 1514. 

[0197] Data management module 1516 may provide data man- 
agement capabilities to facilitate data transfer between 
smartcards 100 and databases 1504, 1514, and 1502 as 
well as between these databases and the other systems 
i.e., update logic system 1110 and CODUS 1106. Thus, 
data management module 1516 acts as interface to en- 
sure seamless transfer of data between the various sys- 
tems. 

[0198] Referring now to FIG. 19, in an exemplary embodiment, 
personalization system 1140 suitably may comprise a 
card management system 1902, a legacy management 
system 1904, a gather application module 1906, one or 
more databases 1910, an activation block 1908, a com- 
mon card personalization utility 1912 (CCP), a service bu- 
reau 1914, a common card security server 1916, a key 



management system 1918, and one or more key systems 
1920. Key management system 1918 suitably may com- 
prise a database module 1922, CID replace module 1924, 
key system 1926, and key system 1928. 
[0199] CCP 1912 suitably may communicate with CODUS 1106 
(shown in FIG. 11), and legacy management system 1904 
suitably may communicate with account maintenance 
1142 which may be also configured to communicate with 
CODUS 1106. 

[0200] Card management system 1902 may suitably receive the 
card request 1901 and initiates the gathering of informa- 
tion from various sources. Generally, card request 1901 
may consists of various request information intended to 
specify a desired group of card characteristics. Such char- 
acteristics may include, for example: a smartcard identi- 
fier (a serial number, account number, and/or any other 
identifier of a particular smartcard 100), a list of desired 
applications (airline, hotel, rental car, etc.); a designation 
of whether the card may be new, a renewal, or a replace- 
ment; a list of default cardmember preferences corre- 
sponding to the desired applications; personal informa- 
tion related to the cardmember (name, address, etc.); and 
required security levels. 



[0201] Card management system 1902 may suitably parse the 

card request and, for information already stored by the is- 
suer, sends a request to legacy card management system 
1904. For information not available as legacy data, card 
management system 1902 forwards the relevant compo- 
nents of card request 1901 to gather application module 
1906. In an exemplary embodiment, card management 
system 1902 chooses the optimum smartcard physical 
characteristics for a particular card request 1901. That is, 
card management system 1902 may suitably determine 
the appropriate type of smartcard chip to be used based 
on a number of factors, for example, memory require- 
ments and computational complexity of the desired secu- 
rity functions. Similarly, the optimum smartcard operating 
system (SCOS) may be chosen. In an alternate embodi- 
ment, the smartcard chip, operating system, and the like, 
may be specified in card request 1901. 

[0202] Legacy management system 1904 acts as a suitable 

repository of information related to the cardholder's past 
relationship if any with the card issuing organization. For 
example, a cardholder may have a long-standing credit or 
debit account with issuing organization (based on a stan- 
dard embossed mag-stripe card) and this information 



may be advantageously incorporated into tlie issued card. 
[0203] Gatlier application module 1906 may be suitably config- 
ured to receive information from card management sys- 
tem 1902 and legacy management system 1904 and then 
interface with the various databases 1910 to gather all re- 
maining application information specified in card request 
1901. Preferably, databases 1910 correspond to and may 
be associated with the individual partnering enterprises 
which offer smartcard applications for use in smartcard 
100 (e.g., enterprise network 1114 in FIG. 11). Thus, for 
example, a card request 1901 which included a request 
for a hotel application would trigger gather application 
1906 to initiate data communication with the appropriate 
hotel database 910. Hotel database 910 would then return 
information specifying the correct file structure, access 
conditions (security), default values, and other data nec- 
essary to configure smartcard 100 with the requested ap- 
plication. Communication with the various databases 
1910 may take place through any suitable means, for ex- 
ample, data communication over the Internet, PSTN, and 
the like, or through other channels, such as simple phone 
requests. 

[0204] Activation block 1908 may be suitably used to provide a 



means for the card member to activate the card once it has 
been issued. For example, it may be common for credit 
cards and the like to be sent to the cardmember unacti- 
vated, requiring that the cardmember call (or otherwise 
contact) an automated system at the issuer in order to ac- 
tivate the card. This may be typically accomplished via en- 
try of the card number and other suitable ID using a 
touch-tone phone. In this regard, activation block 1908 
may be used to facilitate this function for the requested 
smartcard, i.e., to specify whether such activation may be 
necessary for a particular card. 
[0205] ccp 1912 may be used to create a correctly formatted 

card "object" i.e., the operating system, file structure 400 
and all other available card data to be downloaded to card 
100 then transfer this information to service bureau 1914 
(for creation of the smartcard) and CODUS 1106 (for 
recording the card's state as issued). CCP 1912 may be 
preferably configured to tailor the format of the card ob- 
ject to the specific card issuance system to be used 
(described below). Thus, gather application system 1906 
may deliver a relatively high-level functionality request, 
and CCP 1912 may create the specific "object" to be used 
in the implementation. 



[0206] Personalization Service Bureau 1914 may comprise suit- 
able hardware and software components to complete pro- 
duction of the smartcards for issuance to the respective 
cardmembers. In this regard, service bureau 1914 may in- 
clude a suitable smartcard "printer" to handle the transfer 
of information to the smartcard chip as well as any con- 
ventional embossing or mag-stripe writing that may take 
place. Suitably smartcard printers may include, for exam- 
ple, any of the series 9000 and series 1501 smartcard is- 
suance systems manufactured by Datacard Corporation of 
Minnetonka, MN. 

[0207] Common card security server 1916 (CCSS) suitably may 

comprise software and hardware components necessary to 
retrieve cryptographic key information from various en- 
terprise key systems 1920. In an exemplary embodiment, 
this information may be accessed by service bureau 1914 
in order to complete the personalization process. More 
particularly, it may typically be the case that a smartcard 
100 contains a number of different applications associ- 
ated with a wide range of enterprise organizations. One in 
the art may appreciate that the writing, updating, and 
reading of these files may be advantageously restricted to 
particular parties in accordance with a set of access con- 



dition rules. These access conditions may be suitably im- 
plemented using cryptographic keys which may be known 
by the appropriate parties. Thus, service bureau 1914 
whose task it may be to create and populate the card file 
structure may not, ab initio, have access to the keys nec- 
essary to perform this function. As mentioned briefly 
above, known systems have attempted to solve this prob- 
lem by accumulating key data in a central repository used 
in the issuance process, thereby creating an unacceptable 
security risk. Methods in accordance with the present in- 
vention, however, allow for communication between the 
smartcard and the individual key systems 1920 as the 
card may be being issued, thus allowing key information 
to be securely downloaded to the smartcard without the 
intervention of a third party. CCSS 916 may be suitably 
used to facilitate this process by receiving information 
from CCP 1912 regarding the identity of the various ap- 
plications to be created in the various cards, then, when 
prompted by service bureau 1914 (or, alternatively, prior 
to issuance by service bureau 1914), contacting the ap- 
propriate key system 920 to request a key to be transmit- 
ted to service bureau 1914 during personalization. 
[0208] Key systems 1920 comprise suitable database systems 



capable of storing, generating, and securely transmitting 
cryptographic keys associated with a particular enterprise. 
Key management system 1918 may be, in this context, a 
system comparable to key systems 1920, but which may 
be "owned" by the party implementing the personalization 
system. The key-generating function may be distributed 
between CCSS and key systems 1920. That is, the keys 
may be generated in real time at CCSS 1916 (in accor- 
dance with algorithms and key information received from 
the particular enterprises), rather than being generated at 
key systems 1920. 
[0209] It niay be appreciated to one skilled in the art that the 
functional blocks illustrated in FIC. 19 may be imple- 
mented using a variety of hardware and software compo- 
nents, both off-the-shelf and/or custom-developed. 
Database-intensive functions performed, for example, by 
card management system 1902, may be implemented us- 
ing any suitable database package, e.g., Codebase, dBase, 
or the like. 

[0210] A personalization system as described above in conjunc- 
tion with FIG. 19 may be suitably used to efficiently issue 
a large number of smartcards with a wide range of func- 
tionality levels. This task involves obtaining and coordi- 



nating, in a timely fasliion, accurate data for individual 
cardmembers across tlie various partnering enterprises 
supported by tlie system. In this regard, it may be the 
case that certain partnering enterprises desire to limit the 
dissemination of proprietary data. This data may include, 
for example, private keys used in connection with smart- 
card access conditions as well as file structure and card- 
member personal data. 
^] Referring now to FIGS. 19 and 20, an exemplary smartcard 
personalization process may now be described. First, the 
system receives a smartcard request (step 2002). As men- 
tioned above, card management system 1902 may be 
suitably used to receive the card request and initiate the 
gathering of information from various sources. Card re- 
quest 1901 suitably may consists of request information 
intended to specify a desired group of card characteris- 
tics. Such characteristics may include, for example: a 
smartcard identifier, a list of desired applications (airline, 
hotel, rental car, etc.); a designation of whether the card 
may be new, a renewal, or a replacement; a list of default 
cardmember preferences corresponding to the desired 
applications; personal information related to the card- 
member (name, address, etc.); and required security lev- 



els. 

[0212] Next, the system selects the smartcard type and configu- 
ration appropriate for the given card request 1901 (step 
2004). This step may be suitably performed by card man- 
agement system 1902. Thus, card management system 
1902 examines a number of factors in light of information 
received in card request 1901 (e.g., memory require- 
ments, desired security functions, and the like), then se- 
lects an appropriate smartcard chip from a library of 
available chips. In the same way, the optimum smartcard 
operating system (SCOS) may also be selected. 

[0213] Cardmember information may then be obtained (step 

2006). This step may be suitably performed by gather ap- 
plication module 1906 operating in conjunction with 
databases 1910 and legacy management system 1904. 
More particularly, cardmember-specific information may 
be preferably classified in two groups: information known 
to the personalization system, and information not known 
by the personalization system. Known information gener- 
ally may consists of data acquired through a past relation- 
ship with the organization hosting the personalization 
system. In such a case, certain data such as cardholder 
name, exemplary billing address, title, company, etc., may 



most likely already be known, as may certain application 
data. Such information may be suitably stored in, and may 
be retrieved from, one or more databases comprising 
legacy management system 1904. As part of step 2006, 
the system (specifically, module 1908) preferably deter- 
mines whether the card should require activation. That is, 
as mentioned briefly above, it may be common to apply a 
sticker or the like to a card that notifies the cardmember 
that activation of the card may be required prior to use. 
Activation typically involves the use of an automated 
phone system). The choice of whether a particular card 
requires activation may be based on a number of factors, 
for example, demographics, crime-rate numbers, or mail 
fraud statistics associated with the cardmember's zip- 
code number. 

[0214] For data not included in legacy management system 1904, 
gather application module 1906 suitably may communi- 
cate with databases 1910 to retrieve the information 
needed to satisfy card request 1901. This information 
may typically consist of file structure 400 information, 
e.g., the DF and EF hierarchy, data types and lengths, and 
access condition specifications for the particular enter- 
prise-sponsored application. For example, in the case 



where card request 1901 may include a request for an air- 
line application, gather application module 1906 would 
contact the database corresponding to the enterprise 
hosting the airline application, then download all neces- 
sary file structure information. This process would con- 
tinue in turn for each new or modified application to be 
incorporated into the smartcard. 
[0215] A full cardmember data set may then be created (step 

2008) suitably using CCP 1912. This data set, or "card ob- 
ject", may ultimately be used by service bureau 1914 to 
create the physical smartcard. The form of the card object 
may vary. In one embodiment, the card object may com- 
prise what has been termed a Binary Large Object 
("BLOB"). The card object may be preferably tailored to the 
selected smartcard configuration (e.g., chip type and op- 
erating system as specified in step 2004), the content of 
cardmember information data (gathered in step 2006), 
and the intended smartcard "printer"(i.e., the apparatus 
used to create the finished card within service bureau 
1914). This allows the system, in the preceding steps, to 
specify file structures, data types, and the like, without 
concerning itself with how this structure may be encoded 
onto the smartcard or how the data may be accessed. Up 



until step 2008, the system need only develop a relatively 
high-level model of the intended smartcard data struc- 
ture; the specifics may be substantially invisible to all but 
CCP 1912. 

[0216] In an alternate embodiment, various details of the smart- 
card data object may be determined at a prior point in the 
system. That is, the functionality of CCP 1912 may be dis- 
tributed among various components of the system. 

[0217] Having created the cardmember data set, or card object, 
in step 2008, this data may be then sent to CODUS 1106 
(step 2010). This ensures that the DSS (particularly CODUS 
1106) has a record of the smartcard state at the time of 
personalization. This information may be then immedi- 
ately available to account maintenance system 1142. 

[0218] The card object may be then sent to service bureau 1914 
and (if required) CCSS 1916 (step 2012). The necessary 
keys may be acquired to allow service bureau 1914 to 
create the finished smartcard (step 2014). As mentioned 
above, step 2014 may be suitably performed by CCSS 
1916 concurrently or serially with the issuance process. In 
one embodiment, as each individual card may be being 
created using an issuance system suitably located at ser- 
vice bureau 1914, service bureau 1914 interrogates CCSS 



1916 for the appropriate cryptographic l<eys. These l<eys 
have either been retrieved from l<ey systems 1920 and 
1918 earlier (i.e., after step 2012), or may be retrieved in 
real-time in response to the request from service bureau 
1914. Alternatively, the keys may be retrieved by CCSS 
1916 and transmitted to CCP 1912 prior to transmission 
of the card object to service bureau 1914. In either case, 
the key or keys may be then retrieved for inclusion in the 
card object created in step 2008. 

[0219] The actual card may be issued (step 1016). Service bureau 
1914 may suitably download the card object into the cor- 
rect smartcard hardware using the correct cryptographic 
keys. The initialized smartcard may then be packaged and 
distributed to the appropriate cardmember in accordance 
with conventional methods. 

[0220] A dynamic synchronization system as described above in 
various embodiments may be used to track the "state" of 
the consumer's smartcard. The state of the smartcard may 
be suitably characterized by the structure of applications 
used in the smartcard and the various pieces of data that 
may be stored within these applications. 

[0221] A number of synchronization issues may arise in the 

multi-function smartcard context; indeed, three paradig- 



matic cases reoccur with some frequency, and relate to: 1) 
update transactions, 2) pending transactions, and 3) file 
structure changes. Each of these cases may now be de- 
scribed in turn with respect to the present invention. 

[0222] It niay be quite common for a cardholder to make a local 
change to smartcard 100 which may be not immediately 
reflected in all the databases which could advantageously 
make use of this information. For example, suppose that 
upon initialization (i.e., when the card was originally is- 
sued via personalization system 1140) the cardholder's 
smartcard 100 was configured to reflect a general prefer- 
ence for smoking (e.g., one file contains a Boolean field 
keyed to smoking/non-smoking), but the cardholder now 
wishes to change this general preference file to reflect a 
non-smoking preference. 

[0223] In this case, referring now to FIGS. 11, 18 with respect to 
an exemplary embodiment of the present invention, the 
cardholder may suitably insert card 100 into a conve- 
niently located access point 15, whereupon authentication 
of the card and/or card-reader takes place (step 1802). In 
an exemplary embodiment, authentication takes place in 
accordance with relevant sections of the ISO 7816 stan- 
dard. 



[0224] Next, the cardholder uses a suitable user interface 

(supplied by access point 15 working in conjunction with 
server 1104) in order to perform a transaction i.e., to re- 
quest a change to the preferences file (step 1804). This 
change would typically be reflected at the smartcard 100 
immediately. That is, access point 15 and/or server 1104 
would include the functionality necessary to access and 
update the appropriate files within smartcard 100. 

[0225] Communication router 1206 in server 1104 then routes 

the transaction to the appropriate party, i.e., an EDSI 1108 
or an EDCU 1112, corresponding to branches 1807 and 
1812 respectively. That is, depending on the system con- 
figuration, the file to be changed may be associated with a 
particular enterprise or, alternatively, may be associated 
with the organization hosting the DSS. These two cases 
will be described in turn. 

[0226] Following branch 1807 in FIG. 18, the change data may be 
sent to and stored in the appropriate EDSI 1108 (step 
1808). Update logic system 1110 then transfers this 
change request to the appropriate EDCU 1112 i.e., the 
EDCU 1112 corresponding to the particular EDSI (step 
1810). This information may be suitably stored in the cor- 
responding update database 1504. The information may 



be also distributed to other EDSIs. In the instant example, 
update logic system 1110 would identify those systems 
that would benefit from knowing the cardholder's smok- 
ing status. Such systems may include, for example, vari- 
ous hotels, rental car agencies, and the like. 

[0227] Alternatively, following branch 1805 in FIG. 18, the data 
may first be stored at the appropriate EDCU (step 1812), 
then distributed to other EDCUs 1112 and EDSIs 1108 as 
described above. 

[0228] The card data change may be then transferred to CODUS 
1106. Specifically, the various fields and files associated 
with the smartcard 100 may be updated to reflect the 
change stored in update database 1504. Thus, the infor- 
mation within CODUS 1106 conforms to that contained 
within smartcard 100 and the various EDCUs 1112 and 
EDSIs 1108. After this transfer, the corresponding change 
data in update database 1504 may be cleared (step 1818). 

[0229] The cardholder may make a change or perform a transac- 
tion through a channel that does not directly involve 
smartcard 100, thus creating an inconsistency between 
the data in smartcard 100 and the data in various 
databases throughout the DSS. Such a case may arise, for 
example, when the cardholder calls a hotel to make a 



reservation (rather than performing the transaction on line 
using smartcard 100) and mal<es an oral request to 
change his preferences from smol<ing to non-smoking. 
Referring now to FIGS. 11 and 17, in this case, with re- 
spect to an exemplary embodiment of the present inven- 
tion, the cardholder first contacts an enterprise through a 
means that does not include smartcard 100 i.e., a "smart- 
card not present" transaction (step 1702). Using an ap- 
propriate interface (voice, keypad, etc.), a change or 
transaction may be selected (step 1704). This change may 
be then stored locally within a particular enterprise net- 
work 1114 and/or may be stored within an EDS! 1108 
(step 1706). 

[0230] Next, update logic system 1110 routes this information to 
the corresponding EDCU 1112 (step 1708), where it re- 
sides in pending database 1514. At this point, smartcard 
100 itself may be oblivious to the change. As a result, if 
the cardholder were to initiate a smartcard-present trans- 
action, the corresponding enterprise would likely look first 
to the data structure in smartcard 100 for preferences, 
and as just stated, would most likely arrive at the wrong 
conclusion (e.g., a smoking room may be assigned 
notwithstanding the cardholder's expressed preference). 



[0231] In order to remedy this situation, tlie present invention 

may provide a method by which the smartcard may be up- 
dated upon its next use (steps 1710-1712). That is, after 
the smartcard may be inserted at an access point 15 and 
may be suitably authenticated (step 1710), the system in- 
terrogates pending database 1514 to determine whether 
any changes have been made. If so, the appropriate infor- 
mation may be downloaded to smartcard 100 (step 1712). 

[0232] After the above information transfer may be successfully 
completed, the change data may be transferred to CODUS 
1106, where it may be stored within object database 
1616. Finally, the respective information within pending 
database 1514 may be cleared (step 1716). 

[0233] In addition to the data-related modifications detailed 

above, changes to the structure of data stored in smart- 
card 100 may also be desirable in certain contexts. That 
is, during the life of a smartcard, it may be likely that the 
card issuer, a partnering enterprise, or the cardholder 
himself may desire to extend the card's functionality by 
augmenting the suite of applications housed within the 
card. For example, a cardholder who uses a smartcard for 
rental car and airline reservations may also wish to use 
the card for acquiring and paying for hotel reservations. In 



such a case, the appropriate hotel partner may process 
the cardholder's request and arrange for addition of a ho- 
tel application to be added to the smartcard file structure. 
In another example, the smartcard issuer may authorize 
the addition of a new application on its own, for example, 
a credit and/or debit application. Conversely, it may also 
be appropriate in some instances to remove applications 
from the card. 

[0234] In an exemplary embodiment, the types of file structure 
changes described above may be handled in a manner 
analogous to the procedure set forth in FIG. 17, depend- 
ing, to some extent, upon which party originates the file 
structure change. That is, as in step 1712, the appropriate 
file structure change information may be stored in EDCU 
1112 (for example, in database 1502), and then trans- 
ferred to smartcard 100 when the card may be used in 
conjunction with an on-line transaction (steps 1710 and 
1712). After the file structure on smartcard 100 may be 
augmented or otherwise modified, CODUS 1106 
(specifically, database 1116) may be similarly modified to 
reflect the change. The change information may be then 
cleared from database 1502 (step 1716). 

[0235] While the example transactions set forth above are de- 



scribed in general terms, the particular nature of data flow 
to and from the appropriate memory locations within the 
card may be apparent to those skilled in the art. 

[0236] In another exemplary embodiment of the present inven- 
tion, a smartcard transaction system 2400 may be config- 
ured with one or more biometric scanners, processors 
and/or systems. Fig. 24 illustrates an exemplary smart- 
card transaction system 2400 in accordance with the 
present invention, wherein exemplary components for use 
in completing a smartcard transaction using travel -related 
information are depicted. System 2400 may include 
smartcard 100 having IC 110. Smartcard 100 may also be 
configured with a biometric sensor 2204, described in 
further detail herein. System 2400 may also comprise a 
smartcard reader 2500 configured to communicate with 
smartcard 100 and access point 15. Smartcard reader 
2500 may be configured with a biometric sensor 2430, 
described in further detail herein. Smartcard 100 may 
communicate with enterprise network 1114 and/or net- 
work 19 through smartcard reader 2500. 

[0237] A biometric system may include one or more technolo- 
gies, or any portion thereof, to facilitate recognition of a 
biometric. As used herein, a biometric may include a 



user's voice, fingerprint, facial, ear, signature, vascular 
patterns, DNA sampling, hand geometry, sound, olfactory, 
keystroke/typing, iris, retinal or any other biometric relat- 
ing to recognition based upon any body part, function, 
system, attribute and/or other characteristic, or any por- 
tion thereof. Certain of these technologies will be de- 
scribed in greater detail herein. Moreover, while some of 
the examples discussed herein may include a particular 
biometric system or sample, the invention contemplates 
any of the biometrics discussed herein in any of the em- 
bodiments. 

[0238] The biometric system may be configured as a security 

system and may include a registration procedure in which 
a user of transaction instrument (e.g., smartcard 100) 
proffers a sample of his fingerprints, DNA, retinal scan, 
voice, and/or other biometric sample to an authorized 
sample receiver (ASR). An ASR may include a local 
database, a remote database, a portable storage device, a 
host system, an issuer system, a merchant system, a 
smartcard issuer system, an employer, a financial institu- 
tion, a non-financial institution, a loyalty point provider, a 
company, the military, the government, a school, a travel 
entity, a transportation authority, a security company. 



and/or any other system or entity that may be authorized 
to receive and store biometric samples and associate the 
samples with specific biometric databases and/or transac- 
tion instruments (e.g., smartcards 100). As used herein, a 
user of a smartcard, cardmember, or any similar phrase 
may include the person or device holding or in possession 
of the smartcard, or it may include any person or device 
that accompanies or authorizes the smartcard owner to 
use the smartcard. 

[0239] Fig. 23 illustrates an exemplary registration procedure in 
accordance with the present invention. In one embodi- 
ment, a cardmember may contact an ASR to submit one or 
more biometric samples to an ASR (Step 2301). The card- 
member may contact the ASR and submit a sample in per- 
son, through a computer and/or Internet, through soft- 
ware and/or hardware, through a third-party biometric 
authorization entity, through a kiosk and/or biometric 
registration terminal, and/or by any other direct or indi- 
rect means, communication device or interface for a per- 
son to contact an ASR. 

[0240] A cardmember may then proffer a biometric sample to the 
ASR (step 2303). As used herein, a biometric sample may 
be any one or more of the biometric samples or technolo- 



gies, or portion thereof, described herein or Icnown in the 
art. By proffering one or more biometric samples, a bio- 
metric may be scanned by at least one of a retinal scan, 
iris scan, fingerprint scan, hand print scan, hand geometry 
scan, voice print scan, vascular scan, facial and/or ear 
scan, signature scan, keystroke scan, olfactory scan, audi- 
tory emissions scan, DNA scan, and/or any other type of 
scan to obtain a biometric sample. Upon scanning the 
sample, the system may submit the scanned sample to the 
ASR in portions during the scan, upon completing the 
scan or in batch mode after a certain time period. The 
scanned sample may include a hardcopy (e.g., photo- 
graph), digital representation, an analog version or any 
other configuration for transmitting the sample. The ASR 
receives the sample and the ASR may also receive copies 
of a cardmember's biometric data along with the sample 
or at a different time (or within a different data packet) 
from receiving the sample. 
[0241] The ASR and/or cardmember may correlate and/or regis- 
ter the sample with cardmember information to create a 
data packet for the sample and store the data packet in 
digital and/or any storage medium known in the art. As 
used herein, a data packet may include the digitized in- 



formation relating to at least one of a biometric sample, a 
registered biometric sample, a stored biometric sample, a 
proffered biometric, a proffered biometric sample, card- 
member information, smartcard information and/or any 
other information. The terms "data packet," "biometric 
sample," and "sample" may be used interchangeably. As 
used herein, registered samples may include samples that 
have been proffered, stored and associated with card- 
member information. By storing the data packet in digital 
format, the ASR may digitize any information contained in 
one of the biometric scans described herein. By storing 
the data packet in any storage medium, the ASR may print 
and/or store any biometric sample. Hardcopy storage may 
be desirable for back-up and archival purposes. 
[0242] The biometric sample may also be associated with user 

information to create a data packet (step 2305). The sam- 
ple may be associated with user information at any step in 
the process such as, for example, prior to submission, 
during submission and/or after submission. In one em- 
bodiment, the user may input a PIN number or zip code 
into access point 15, then scan the biometric to create the 
biometric sample. The local access point may associate 
the biometric sample data with the PIN and zip code, then 



transmit the entire pacl<et of information to the ASR. In 
another embodiment, the access point may facilitate 
transmitting the sample to an ASR, and during the trans- 
mission, the sample may be transmitted through a third 
system which adds personal information to the sample. 
[0243] The information associated with the biometric sample may 
include any information such as, for example, cardmem- 
ber information, smartcard 100 information, smartcard 
100 identifier information, smartcard 100 issuer informa- 
tion, smartcard 100 operability information, and/or 
smartcard 100 manufacturing information. Smartcard 100 
information may be not limited to smartcard chip infor- 
mation and may include information related to any trans- 
action instrument such as transponders, credit cards, 
debit cards, merchant-specific cards, loyalty point cards, 
cash accounts and any other transaction instruments and/ 
or accounts. The cardmember information may also con- 
tain information about the user including personal infor- 
mation — such as name, address, and contact details; fi- 
nancial information — such as one or more financial ac- 
counts associated with the cardmember; loyalty point in- 
formation — such as one or more loyalty point accounts 
(e.g., airline miles, charge card loyalty points, frequent 



diner points) associated with tlie cardmember; and/or 
non-financial information — sucli as employee informa- 
tion, employer information, medical information, family 
information, and/or other information that may be used in 
accordance with a cardmember. 
[0244] For example, a cardmember may have previously associ- 
ated a credit card account, a debit card account, and a 
frequent flier account with his biometric sample which 
may be stored at an ASR. Later, when cardmember desires 
to purchase groceries, cardmember may submit his bio- 
metric sample while using smartcard 100 for the purchase 
at access point 15. Access point 15 may facilitate sending 
the biometric sample to the ASR such that the ASR autho- 
rizes the biometric sample and checks a look-up table in 
the ASR database to determine if any information may be 
associated with the sample. If information (e.g., financial 
accounts) may be associated with the sample, the ASR 
may transmit the information to the Access point. The Ac- 
cess point may then present cardmember with a list of the 
three accounts associated with the biometric sample. 
Cardmember and/or a merchant may then chose one of 
the accounts in order to continue and finalize the transac- 
tion. 



[0245] In another embodiment, cardmember may associate eacli 
account with a different biometric sample. For example, 
during registration, cardmember may submit a sample of 
his right index fingerprint, and request that the system 
primarily associate this sample with a particular credit 
card account. Cardmember may additionally submit a 
sample of his left index fingerprint and request that the 
system primarily associate the sample with a particular 
debit account. Additionally, cardmember may submit his 
right thumbprint and request that the system primarily 
associate that sample with a particular frequent flier ac- 
count. By "primarily" associating a sample with an ac- 
count, the system initially associates the sample with that 
account. For example, cardmember submitting his right 
index fingerprint for a financial transaction may have 
money for the transaction taken from his credit card ac- 
count. Cardmember may additionally specify which ac- 
counts should be secondarily associated with a sample. 
For example, cardmember may have a debit card account 
secondarily associated with his right index fingerprint. As 
a result, if cardmember submits his right index fingerprint 
for a transaction, and the primary account associated with 
the sample is overdrawn or unavailable, the secondary ac- 



count may be accessed in order to further the transaction. 

[0246] While primary and secondary account association are de- 
scribed herein, any number of accounts may be associated 
with a sample. Moreover, any hierarchy or rules may be 
implemented with respect to the association. For example, 
the cardmember may instruct the system to access a debit 
card account when it receives a right index fingerprint 
sample, the purchase qualifies for loyalty points with a 
certain airline and the purchase amount is less than $50. 
The cardmember may additionally instruct the system to 
access a credit card account if it receives a right index fin- 
gerprint sample, the purchase does not qualify for airline 
miles and the purchase amount is greater than $50. Fur- 
ther, while fingerprint samples are discussed herein, any 
biometric sample may have one or more accounts associ- 
ated with it and may be used to facilitate a transaction us- 
ing any of the routines discussed herein. 

[0247] The ASR and/or cardmember may associate a specific 

smartcard 100 identifier with the biometric sample by any 
method known in the art for associating an identifier (e.g., 
through the use of software, hardware and/or manual en- 
try.) The ASR may additionally verify the cardmember and/ 
or smartcard 100 by using one or more forms of the 



user's secondary identification (step 2307). For example, 
the ASR may verify the cardmember by matching the 
smartcard information to information retrieved from scan- 
ning information from a cardmember's driver's license. 
The ASR may verify smartcard 100 by contacting the ven- 
dor of smartcard 100 to confirm that smartcard 100 was 
issued to a specific cardmember. In another embodiment, 
the ASR may activate smartcard 100 during the registra- 
tion procedure to confirm that the smartcard 100 smart- 
card chip identifier and other information may be properly 
associated with the cardmember and the cardmember's 
specific biometric samples. The ASR may additionally em- 
ploy one or more verification methods to confirm that the 
biometric sample belongs to the user, such as, for exam- 
ple, the ASR may request from the user demographic in- 
formation, further biometric samples and/or any other in- 
formation. As used herein, "confirm," "confirmation" or 
any similar term includes verifying or substantially verify- 
ing the accuracy, existence, non-existence, corroboration, 
and/or the like of the information, component, or any 
portion thereof. The ASR may additionally employ one or 
more additional processing methods in order to facilitate 
association of a biometric sample. As used herein, the 



term processing may include scanning, detecting, associ- 
ating, digitizing, printing, comparing, storing, encrypting, 
decrypting, and/or verifying a biometric and/or a biomet- 
ric sample, or any portion thereof. 
[0248] Upon association, authentication and/or verification of the 
biometric sample and smartcard 100, the system may cre- 
ate a data packet store the data packet and smartcard 100 
identifier (step 2309) in one or more databases on and/or 
in communication with system 2400 via a network, server, 
computer, or any other means of communicating as de- 
scribed herein. The database(s) may be any type of 
database described herein. For example, a biometric sam- 
ple stored on smartcard 100 may be stored in EEPROM 
212. The database(s) may be located at or operated by 
any of the entities discussed herein such as, for example, 
the ASR and/or by a third-party biometric database oper- 
ator. 

[0249] The information stored in the database may be sorted or 
stored according to one or more characteristics associated 
with the sample in order to facilitate faster access to the 
stored sample. For example, fingerprint samples may be 
stored in a separate database than voice prints. As an- 
other example, all fingerprints with certain whirl patterns 



may be stored in a separate sub-database and/or 
database from fingerprints witli arcli patterns. 

[0250] The biometric samples may also be stored and/or associ- 
ated with a personal identification number (PIN) and/or 
other identifier to facilitate access to the sample. The PIN 
may be cardmember selected or randomly assigned to the 
biometric sample. The PIN may consist of any characters 
such as, for example, alphanumeric characters and/or 
foreign language characters. 

[0251] The system may further protect the samples by providing 
additional security with the sample. The security may in- 
clude, for example, encryption, decryption, security keys, 
digital certificates, firewalls and/or any other security 
methods known in the art and discussed herein. One or 
more security vendors may utilize the security methods to 
store and/or access the biometric samples. The present 
invention anticipates that storage of the biometric sam- 
ples may be such that a sample may be first encrypted 
and/or stored under a security procedure, such that the 
sample may only be accessed by a vendor with the proper 
level of access or security which corresponds to or pro- 
vides access to the stored sample. The samples may be 
accessible by certain vendors such as, for example. 



smartcard 100 transaction account provider system, an 
issuer system, a mercliant system, a smartcard issuer sys- 
tem, an employer, a financial institution, a non-financial 
institution, a loyalty-point provider, a company, the mili- 
tary, the government, a school, a travel entity, a trans- 
portation authority, and/or a security company. 
[0252] jhe smartcard of the invention may include a particular 
security system wherein the security system incorporates 
a particular biometric system. As shown in FIG. 22, smart- 
card 100 may include a biometric security system 2202 
configured for facilitating biometric security using, for ex- 
ample, fingerprint samples. As used herein, fingerprint 
samples may include samples of one or more fingerprints, 
thumbprints, palm prints, footprints, and/or any portion 
thereof. Biometric security system 2202 may include a 
biometric sensor 2204 which may be configured with a 
sensor and/or other hardware and/or software for acquir- 
ing and/or processing the biometric data from the person 
such as, for example, optical scanning, capacitance scan- 
ning, or otherwise sensing the portion of cardmember. In 
one embodiment, biometric sensor 2204 of the security 
system 2202 may scan a finger of a cardmember in order 
to acquire his fingerprint characteristics into smartcard 



100. Biometric sensor 2204 may be in communication 
with integrated circuit 110 sucli that IC 110 receives the 
fingerprint information and transmits a signal to CPU 202 
to facilitate activating the operation of smartcard 100. A 
power source (e.g., VCC contact 106(a)) may be in com- 
munication with biometric sensor 2204 and IC 110 to 
provide the desired power for operation of the biometric 
security system components. 
[0253] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, the user may place 
his finger on the biometric sensor to initiate the mutual 
authentication process between smartcard 100 and 
smartcard reader 2500, and/or to provide verification of 
the user's identity. Smartcard 100 may digitize the finger- 
print and compare it against a digitized fingerprint stored 
in a database (e.g., security EEPROM 212) included on 
smartcard 100. The fingerprint information may addition- 
ally be compared with information from one or more 
third-party databases communicating with smartcard 100 
through any communication software and/or hardware, 
including for example, smartcard reader 2500, a Universal 
Serial Bus (USB) connection, a wireless connection, a com- 
puter, a network and/or any other means for communi- 



eating. This transfer of information may include use of 
encryption, decryption, security l<eys, digital certificates 
and/or other security devices to confirm the security of 
the sample. Smartcard 100 may additionally communicate 
with third-party databases to facilitate a comparison be- 
tween smartcard 100 identifier and other smartcard iden- 
tifiers stored with the biometric samples. As used herein, 
compare, comparison and similar terms may include de- 
termining similarities, differences, existence of elements, 
non-existence of elements and/or the like. 
[0254] CPU 202 may facilitate the local comparison to authenti- 
cate the biometric and validate the information. Any of the 
embodiments may alternatively or additionally include re- 
mote comparisons performed or controlled by one or 
more third-party security vendors. One or more compari- 
son techniques and/or technologies may be used for 
comparisons. For example, for fingerprint comparisons, 
CPU 202 may utilize an existing database to compare fin- 
gerprint minutia such as, for example, ridge endings, bi- 
furcation, lakes or enclosures, short ridges, dots, spurs 
and crossovers, pore size and location, Henry System cat- 
egories such as loops, whorls, and arches, and/or any 
other method known in the art for fingerprint compar- 



isons. 

[0255] Smartcard 100 may additionally be configured with sec- 
ondary security procedures to confirm that fake biometric 
samples may be not being used. For example, to detect 
the use of fake fingers, smartcard 100 may be further 
configured to measure blood flow, to check for correctly 
aligned ridges at the edges of the fingers, and/or any 
other secondary procedure to reduce biometric security 
fraud. Other security procedures for ensuring the authen- 
ticity of biometric samples may include monitoring pupil 
dilation for retinal and/or iris scans, pressure sensors, 
blinking sensors, human motion sensors, body heat sen- 
sors, eyeball pressure sensors and/or any other proce- 
dures known in the art for authenticating the authenticity 
of biometric samples. 

[0256] After verifying the biometric information, smartcard 100 
and smartcard reader 2500 may begin authentication, and 
the transaction may proceed accordingly. However, the in- 
vention contemplates that the verification of biometric in- 
formation may occur at any point in the transaction such 
as, for example, after the mutual authentication. At any 
point in the transaction, the system may additionally re- 
quest cardmember to enter a PIN and/or other identifier 



associated with tlie transaction account and/or biometric 
sample to provide further verification of card member's 
identification. As part of the transaction, cardmember 
payer may be requested to select from one of the financial 
accounts, loyalty accounts, credit accounts, debit account, 
and/or other accounts associated with the biometric sam- 
ple. The user may be presented with a list of account op- 
tions on a display associated with smartcard reader 2500, 
smartcard 100, a third-party security device and/or any 
other financial or transaction device association with a 
transaction. In another embodiment, a payee may select 
one of the accounts. For example, a department store 
payee may manually and/or automatically select a depart- 
ment store issued account, if available, for a transaction. 
[0257] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using facial recognition or recognition of any 
other body part or object. As discussed herein, facial 
recognition may include recognition of any facial features 
obtained through a facial scan such as, for example, the 
eyes, nose, cheeks, jaw line, forehead, chin, ear features, 
head shape, hairline, neck features, shoulder height, fore- 
head slope, lip shape, distance between the ears and/or 



any portion thereof. Biometric security system 2202 may 
include a biometric sensor 2204 wliicli may be configured 
with a video camera, optical scanner, imaging radar, ul- 
traviolet imaging and/or other hardware and/or software 
for acquiring the biometric data from the person such as, 
for example video scanning, optical scanning or otherwise 
sensing any portion of cardmember. In one embodiment, 
biometric sensor 2204 of the security system 2202 may 
scan the face of a cardmember in order to acquire his fa- 
cial characteristics into smartcard 100. Biometric sensor 
2204 may be in communication with IC 110 such that 
sensor 2204 receives the facial information and transmits 
a signal to CPU 202 to facilitate activating the operation of 
smartcard 100. A power source (e.g., VCC contact 106(a)) 
may be in communication with biometric sensor 2204 and 
IC 110 to provide the desired power for operation of the 
biometric security system components. 
[0258] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
scan the facial features of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. Security system 2202 may be con- 



figured such that card member may stand at least two-feet 
away from sensor 2204. Additionally, sensor 2204 may be 
configured to detect facial features of a user turned at 
least 30 degrees toward the camera. 

[0259] Smartcard 100 may digitize the facial scan and compare it 
against a digitized facial scan stored in a database (e.g., 
security EEPROM 212) included on smartcard 100. The fa- 
cial scan information may additionally be compared with 
information from one or more third-party databases com- 
municating with smartcard 100 through any communica- 
tion software and/or hardware, including for example, 
smartcard reader 2500, a USB connection, a wireless con- 
nection, a computer, a network and/or any other means 
for communicating. This transfer of information may in- 
clude use of encryption, decryption, security keys, digital 
certificates and/or other security devices to confirm the 
security of the sample. Smartcard 100 may additionally 
communicate with third-party databases to facilitate a 
comparison between smartcard 100 identifier and other 
smartcard identifiers stored with the biometric samples. 

[0260] CPU 202 may facilitate the local comparison to authenti- 
cate the biometric and may validate the information. Any 
of the embodiments may alternatively or additionally in- 



elude remote comparisons performed or controlled by one 
or more third-party security vendors. One or more com- 
parison techniques and/or technologies may be used for 
comparisons. For example, for facial recognition, CPU 202 
may utilize an existing database to compare nodal points 
such as the distance between the eyes, the width of the 
nose, the jaw line, and the depth of the user's eye sockets. 
While only some types of nodal points are listed, the 
present invention recognizes that it is known that there 
are over 80 different nodal points on a human face that 
may be used for comparison in the present invention. Ad- 
ditionally, third-party devices such as facial recognition 
software and/or hardware systems may be used to facili- 
tate facial recognition, such as the systems developed by 
Viisage, Imagis, and Identix which employ complex algo- 
rithms that facilitate both searching facial and/or ear 
scans and adjusting stored data based on eyewear, facial 
hair, and other changes in outward facial and/or ear ap- 
pearance. 

[0261] Smartcard 100 may additionally be configured with sec- 
ondary security procedures to confirm that fake biometric 
samples may be not being used. For example, to detect 
the use of fake facial features, smartcard 100 may be fur- 



ther configured to measure blood flow, to detect a ther- 
mal pattern associated with facial features, and/or any 
other secondary procedure to reduce biometric security 
fraud. Other security procedures for ensuring the authen- 
ticity of biometric samples may include monitoring pupil 
dilation for retinal and/or iris scans, pressure sensors, 
blinking sensors, human motion sensors, body heat sen- 
sors and/or any other procedures known in the art for au- 
thenticating the authenticity of biometric samples. After 
verifying the biometric information, smartcard 100 and 
smartcard reader 2500 may begin authentication by any 
of the methods described herein. 
[0262] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using voice recognition. As discussed herein, 
voice recognition may include recognition of voice and/or 
speaker features such as, phonated excitation, whispered 
excitation, frication excitation, compression, vibration, 
parametric waveforms, tone, pitch, dialect, annunciation, 
and/or any portion thereof. As discussed herein, these 
voice recognition features may be collectively referred to 
as a "voice print." Biometric security system 2202 may in- 
clude a biometric sensor 2204 which may be configured 



with an audio capture device sucli as a microplione, tele- 
phone, cellular phone, computer, speaker and/or other 
hardware and/or software for acquiring the biometric data 
from the person such as, for example auditory scanning, 
recording or otherwise sensing the portion of cardmem- 
ber. 

[0263] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the voice print of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a voice 
print, when a user recites, for example, a pass phrase or 
audible PIN. Biometric sensor 2204 may be in communi- 
cation with IC 110 such that sensor 2204 receives the 
voice print and transmits a signal to CPU 202 to facilitate 
activating the operation of smartcard 100. A power source 
(e.g., VCC contact 106(a)) may be in communication with 
biometric sensor 2204 and IC 110 to provide the desired 
power for operation of the biometric security system 
components. 

[0264] Smartcard 100 may digitize the voice print and compare it 



against a digitized voice print stored in a database (e.g., 
security EEPROI\/l 212) included on smartcard 100. The 
voice print information may additionally be compared with 
information from one or more third-party databases com- 
municating with smartcard 100 through any communica- 
tion software and/or hardware, including for example, 
smartcard reader 2500, a USB connection, a wireless con- 
nection, a computer, a network and/or any other means 
for communicating. CPU 202 may facilitate the local com- 
parison to authenticate the biometric and validate the in- 
formation. Any of the embodiments may alternatively or 
additionally include remote comparisons performed or 
controlled by one or more third-party security vendors. 
[0265] One or more comparison techniques and/or technologies 
may be used for comparisons. For example, for voice 
recognition, CPU 202 may utilize an existing database to 
compare the voice print by comparing voice print wave- 
forms in the time domain, by comparing energy content in 
the voice prints across the frequency domain, by the use 
of stochastic models and/or template models, and/or by 
any other voice recognition method known in the art. This 
transfer of information may include use of encryption, de- 
cryption, security keys, digital certificates and/or other 



security devices to confirm tlie security of tlie sample. 
Smartcard 100 may additionally communicate with third- 
party databases to facilitate a comparison between smart- 
card 100 identifier and other smartcard identifiers stored 
with the biometric samples. Further, the present invention 
anticipates use of one or more third-party devices such as 
voice recognition software and/or hardware systems to 
facilitate voice print comparisons, such as, for example 
SAFLINK and Voice Security Systems. 

[0266] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a recorded 
voice, system 2202 may be further configured to detect 
audio noise associated with an electronic device and/or 
any other secondary procedure to thwart biometric secu- 
rity fraud. After verifying the biometric information, 
smartcard 100 and smartcard reader 2500 may begin au- 
thentication by the methods described herein. 

[0267] In another exemplary embodiment of the present inven- 
tion, biometric security system 2202 may be configured 
for facilitating biometric security using signature recogni- 



tion. As discussed herein, signature recognition may in- 
clude recognition of tlie sliape, speed, strol<e, stylus pres- 
sure, timing information, character height and width and/ 
or other signature information and/or any portion thereof 
during the act of signing. As discussed herein, these sig- 
nature recognition features may be collectively referred to 
as a "signature scan." Biometric security system 2202 may 
include a biometric sensor 2204 which may be configured 
with an LCD screen, digitizing tablet and/or other hard- 
ware and/or software that facilitates digitization of bio- 
metric data from the person such as, for example signa- 
ture scanning, recording or otherwise sensing the signa- 
ture of cardmember. 
[0268] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the signature scan of the cardmember to initiate 
the mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a sig- 
nature scan, when a user signs, for example, his name or 
a specified word or phrase. Biometric sensor 2204 may be 
in communication with IC 110 such that sensor 2204 re- 



ceives the signature scan and transmits a signal to CPU 
202 to facilitate activating the operation of smartcard 
100. A power source (e.g., VCC contact 106(a)) may be in 
communication with biometric sensor 2204 and IC 110 to 
provide the desired power for operation of the biometric 
security system components. 

[0269] Smartcard 100 may digitize the signature scan and com- 
pare it against a digitized signature scan stored in a 
database (e.g., security EEPROI\/l 212) included on smart- 
card 100. The signature scan information may additionally 
be compared with information from one or more third- 
party databases communicating with smartcard 100 
through any communication software and/or hardware, 
including for example, smartcard reader 2500, a USB con- 
nection, a wireless connection, a computer, a network 
and/or any other means for communicating. CPU 202 may 
facilitate the local comparison to authenticate the biomet- 
ric and validate the information. Any of the embodiments 
may alternatively or additionally include remote compar- 
isons performed or controlled by one or more third-party 
security vendors. 

[0270] For example, for voice recognition, CPU 202 may utilize 
an existing database to compare the features of a signa- 



ture scan by comparing graphs, charts, and or other data 
relating to shape, speed, strol<e, stylus pressure, timing 
information, character height and width and/or by any 
other signature recognition data. This transfer of informa- 
tion may include use of encryption, decryption, security 
keys, digital certificates and/or other security devices to 
confirm the security of the sample. Smartcard 100 may 
additionally communicate with third-party databases to 
facilitate a comparison between smartcard 100 identifier 
and other smartcard identifiers stored with the biometric 
samples. Further, the present invention anticipates use of 
one or more third-party devices such as signature recog- 
nition software and/or hardware systems to facilitate sig- 
nature scan comparisons, such as, for example Cyber- 
SIGN, LCI Computer Group, and Xenetek. 
[0271] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a false signa- 
ture device, system 2202 may be further configured to 
detect a thermal pattern associated with a human hand 
and/or any other secondary procedure to thwart biometric 



security fraud. After verifying tlie biometric information, 
smartcard 100 and smartcard reader 2500 may begin au- 
thentication by the metliods described herein. 

[0272] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using vascular pattern recognition. As discussed 
herein, vascular pattern may include recognition of struc- 
tures, depths, and other biometric reference points of ar- 
terial tissues, vein tissues, capillary tissues, epithelial tis- 
sues, connective tissues, muscle tissues, nervous and/or 
other inner tissues and/or any portion thereof. As dis- 
cussed herein, these vascular pattern features may be col- 
lectively referred to as a "vascular scan." Biometric secu- 
rity system 2202 may include a biometric sensor 2204 
which may be configured with an optical scanner, x-ray, 
ultrasound, computed topography, thermal scanner and/ 
or other hardware and/or software that facilitates capture 
of biometric data from the person such as, for example 
scanning, detecting or otherwise sensing avascular pat- 
tern of cardmember. 

[0273] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the vascular scan of the cardmember to initiate 



the mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a vas- 
cular scan, when a user places his hand in front of an op- 
tical scanner. Biometric sensor 2204 may be in communi- 
cation with IC 110 such that sensor 2204 receives the 
vascular scan and transmits a signal to CPU 202 to facili- 
tate activating the operation of smartcard 100. A power 
source (e.g., VCC contact 106(a)) may be in communica- 
tion with biometric sensor 2204 and IC 110 to provide the 
desired power for operation of the biometric security sys- 
tem components. 
[0274] Smartcard 100 may digitize the vascular scan based on 
biometric reference points and compare it against a digi- 
tized vascular scan stored in a database (e.g., security 
EEPROM 212) included on smartcard 100. The vascular 
scan information may additionally be compared with in- 
formation from one or more third-party databases com- 
municating with smartcard 100 through any communica- 
tion software and/or hardware, including for example, 
smartcard reader 2500, a USB connection, a wireless con- 
nection, a computer, a network and/or any other means 



for communicating. CPU 202 may facilitate the local com- 
parison to authenticate the biometric and validate the in- 
formation. Any of the embodiments may alternatively or 
additionally include remote comparisons performed or 
controlled by one or more third-party security vendors. 
[0275] For example, for vascular pattern recognition, CPU 202 
may utilize an existing database to compare the vascular 
scan by comparing biometric reference points, vascular 
coordinates, vascular and/or tissue lengths, widths and 
depths; blood pressure including waveforms, dicrotic 
notches, diastolic pressure, systolic pressure, anacrotic 
notches and pulse pressure, and/or any other characteris- 
tic of vascular and/or tissue patterns. This transfer of in- 
formation may include use of encryption, decryption, se- 
curity keys, digital certificates and/or other security de- 
vices to confirm the security of the sample. Smartcard 100 
may additionally communicate with third-party databases 
to facilitate a comparison between smartcard 100 identi- 
fier and other smartcard identifiers stored with the bio- 
metric samples. Further, the present invention anticipates 
use of one or more third-party devices such as vascular 
pattern recognition software and/or hardware systems to 
facilitate vascular scan comparisons, such as, for example 



VEID International, Identica and ABT Advanced Biometric 
Technologies. 

[0276] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a false vascu- 
lar patterns, system 2202 may be further configured to 
detect a thermal pattern associated with vascular patterns 
and/or any other secondary procedure to thwart biometric 
security fraud. After verifying the biometric information, 
smartcard 100 and smartcard reader 2500 may begin au- 
thentication by the methods described herein. 

[0277] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using DNA biometrics. As discussed herein, DNA 
biometrics may include recognition of structures, gene 
sequences, and other genetic characteristics of skin tis- 
sue, hair tissue, and/or any other human tissue and/or 
any portion thereof containing genetic information. As 
discussed herein, these genetic features may be collec- 
tively referred to as a "DNA scan." Biometric security sys- 
tem 2202 may include a biometric sensor 2204 which may 



be configured with an infrared optical sensor, a cliemical 
sensor and/or otiier liardware and/or software that facili- 
tates capture of biometric data from the person such as, 
for example scanning, detecting or otherwise sensing a 
DNA scan of cardmember. 

[0278] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the DNA scan of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a DNA 
scan, when a user submits genetic material to sensor 
2204. Biometric sensor 2204 may be in communication 
with IC 110 such that sensor 2204 receives the DNA scan 
and transmits a signal to CPU 202 to facilitate activating 
the operation of smartcard 100. A power source (e.g., VCC 
contact 106(a)) may be in communication with biometric 
sensor 2204 and IC 110 to provide the desired power for 
operation of the biometric security system components. 

[0279] Smartcard 100 may digitize the DNA scan based on ge- 
netic information reference points and compare it against 
a digitized DNA scan stored in a database (e.g., security 



EEPROM 212) included on smartcard 100. The DNA scan 
information may additionally be compared with informa- 
tion from one or more third-party databases communi- 
cating with smartcard 100 through any communication 
software and/or hardware, including for example, smart- 
card reader 2500, a USB connection, a wireless connec- 
tion, a computer, a network and/or any other means for 
communicating. CPU 202 may facilitate the local compari- 
son to authenticate the biometric and validate the infor- 
mation. Any of the embodiments may alternatively or ad- 
ditionally include remote comparisons performed or con- 
trolled by one or more third-party security vendors. 
[0280] For example, for DNA recognition, CPU 202 may utilize an 
existing database to compare the DNA scan by comparing 
nucleotides, code sequences, regulatory regions, initiation 
and stop codons, exon/intron borders, and/or any other 
characteristics of DNA. This transfer of information may 
include use of encryption, decryption, security keys, digi- 
tal certificates and/or other security devices to confirm 
the security of the sample. Smartcard 100 may addition- 
ally communicate with third-party databases to facilitate a 
comparison between smartcard 100 identifier and other 
smartcard identifiers stored with the biometric samples. 



Further, the present invention anticipates use of one or 
more third-party devices such as DNA recognition soft- 
ware and/or hardware systems to facilitate DNA scan 
comparisons, such as, for example Applied DNA Sciences. 

[0281] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use false DNA, sys- 
tem 2202 may be further configured to take a DNA sam- 
ple directly off a user and/or any other secondary proce- 
dure to thwart biometric security fraud. After verifying the 
biometric information, smartcard 100 and smartcard 
reader 2500 may begin authentication by the methods 
described herein. 

[0282] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using hand geometry biometrics. As discussed 
herein, hand geometry biometrics may include recognition 
of hand geometry parameters, such as, for example, hand 
shape, finger length, finger thickness, finger curvature 
and/or any portion thereof. As discussed herein, these 
hand geometry features may be collectively referred to as 



a "hand geometry scan." Biometric security system 2202 
may include a biometric sensor 2204 wliicli may be con- 
figured witli an infrared optical sensor, a three-di- 
mensional imaging system and/or other hardware and/or 
software that facilitates capture of biometric data from the 
person such as, for example scanning, detecting or other- 
wise sensing a hand geometry scan of cardmember. 
[0283] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the hand geometry scan of the cardmember to 
initiate the mutual authentication process between smart- 
card 100 and smartcard reader 2500, and/or to provide 
verification of the user's identity. In one embodiment, bio- 
metric sensor 2204 of the security system 2202 may cap- 
ture a hand geometry scan, when a user places his hand in 
front of an optical scanner. Biometric sensor 2204 may be 
in communication with IC 110 such that sensor 2204 re- 
ceives the hand geometry scan and transmits a signal to 
CPU 202 to facilitate activating the operation of smartcard 
100. A power source (e.g., VCC contact 106(a)) may be in 
communication with biometric sensor 2204 and IC 110 to 
provide the desired power for operation of the biometric 
security system components. 



[0284] Smartcard 100 may digitize tlie liand geometry scan 
based on liand geometry parameters and compare it 
against a digitized liand geometry scan stored in a 
database (e.g., security EEPROM 212) included on smart- 
card 100. The hand geometry scan information may addi- 
tionally be compared with information from one or more 
third-party databases communicating with smartcard 100 
through any communication software and/or hardware, 
including for example, smartcard reader 2500, a USB con- 
nection, a wireless connection, a computer, a network 
and/or any other means for communicating. CPU 202 may 
facilitate the local comparison to authenticate the biomet- 
ric and validate the information. Any of the embodiments 
may alternatively or additionally include remote compar- 
isons performed or controlled by one or more third-party 
security vendors. 

[0285] For example, for hand geometry recognition, CPU 202 

may utilize an existing database to compare hand shape, 
finger length, finger thickness, finger curvature and/or 
any other of the 90 different hand geometry parameters 
known in the art. This transfer of information may include 
use of encryption, decryption, security keys, digital certifi- 
cates and/or other security devices to confirm the security 



of the sample. Smartcard 100 may additionally communi- 
cate with third-party databases to facilitate a comparison 
between smartcard 100 identifier and other smartcard 
identifiers stored with the biometric samples. Further, the 
present invention anticipates use of one or more third- 
party devices such as hand geometry recognition software 
and/or hardware systems to facilitate hand geometry scan 
comparisons, such as, for example IR Recognition Services 
and Human Recognition Services. 

[0286] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of false hands, 
system 2202 may be further configured to measure blood 
flow, to detect body heat and/or any other secondary pro- 
cedure to thwart biometric security fraud. After verifying 
the biometric information, smartcard 100 and smartcard 
reader 2500 may begin authentication by the methods 
described herein. 

[0287] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using auditory emissions biometrics. As dis- 



cussed herein, auditory emissions biometrics may include 
emissions that an ear generates when stimulated by 
sound, such as vibrations and reverberated sound waves 
and/or any portion thereof. As discussed herein, these 
auditory emissions features may be collectively referred to 
as an "auditory emissions scan." Biometric security system 
2202 may include a biometric sensor 2204 which may be 
configured with an infrared optical sensor, an auditory 
sensor, an auditory generator and/or other hardware and/ 
or software that facilitates the capture of biometric data 
from the person such as, for example sound generating, 
scanning, detecting or otherwise sensing an auditory 
emissions scan of cardmember. 
[0288] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the auditory emissions scan of the cardmember to 
initiate the mutual authentication process between smart- 
card 100 and smartcard reader 2500, and/or to provide 
verification of the user's identity. In one embodiment, bio- 
metric sensor 2204 of the security system 2202 may cap- 
ture an auditory emissions scan, when a user hears an au- 
ditory stimulant and the user's auditory emissions may be 
detected by biometric sensor 2204. Biometric sensor 2204 



may be in communication with IC 110 such that sensor 
2204 receives the auditory emissions scan and transmits a 
signal to CPU 202 to facilitate activating the operation of 
smartcard 100. A power source (e.g., VCC contact 106(a)) 
may be in communication with biometric sensor 2204 and 
IC 110 to provide the desired power for operation of the 
biometric security system components. 
[0289] Smartcard 100 may digitize the auditory emissions scan 
based on emissions waveforms and compare it against a 
digitized auditory emissions scan stored in a database 
(e.g., security EEPROM 212) included on smartcard 100. 
The auditory emissions scan information may additionally 
be compared with information from one or more third- 
party databases communicating with smartcard 100 
through any communication software and/or hardware, 
including for example, smartcard reader 2500, a USB con- 
nection, a wireless connection, a computer, a network 
and/or any other means for communicating. CPU 202 may 
facilitate the local comparison to authenticate the biomet- 
ric and validate the information. Any of the embodiments 
may alternatively or additionally include remote compar- 
isons performed or controlled by one or more third-party 
security vendors. 



0] For example, for auditory emissions recognition, CPU 202 
may utilize an existing database to compare emissions 
difference in frequency, wavelength, and/or other charac- 
teristics between the transmitted and reverberated sound 
waves. This transfer of information may include use of en- 
cryption, decryption, security keys, digital certificates 
and/or other security devices to confirm the security of 
the sample. Smartcard 100 may additionally communicate 
with third-party databases to facilitate a comparison be- 
tween smartcard 100 identifier and other smartcard iden- 
tifiers stored with the biometric samples. Further, the 
present invention anticipates use of one or more third- 
party devices such as auditory emissions recognition soft- 
ware and/or hardware systems to facilitate auditory emis- 
sions scan comparisons, such as, for example those de- 
veloped by the University of Southampton. 

^] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of false auditory 
emissions scans, system 2202 may be further configured 
to detect electronic noise associated with a device pro- 



ducing electronic auditory emissions and/or any otiier 
secondary procedure to tliwart biometric security fraud. 
After verifying the biometric information, smartcard 100 
and smartcard reader 2500 may begin autlientication by 
tlie metliods described lierein. 
[0292] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using olfactory biometrics. As discussed herein, 
olfactory biometrics may include odorants that a body 
generates when odor evaporates from and/or any portion 
thereof. As discussed herein, these odorants may be col- 
lectively referred to as a "smellprint." Biometric security 
system 2202 may include a biometric sensor 2204 which 
may be configured with an electronic sensor, a chemical 
sensor, and/or an electronic or chemical sensor config- 
ured as an array of chemical sensors, wherein each chem- 
ical sensor may detect a specific odorants, or smell. In an- 
other embodiment, biometric sensor 2204 may be config- 
ured as a gas chromatograph, spectrometer, conductivity 
sensor, piezoelectric sensor and/or other hardware and/ 
or software that facilitates the capture of biometric data 
from the person such as, for example, scanning, detecting 
or otherwise sensing a smellprint of cardmember. 



[0293] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the smellprint of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a 
smellprint, when a user stands within at least two feet of 
sensor 2204. Biometric sensor 2204 may be in communi- 
cation with IC 110 such that sensor 2204 receives the 
smellprint and transmits a signal to CPU 202 to facilitate 
activating the operation of smartcard 100. A power source 
(e.g., VCC contact 106(a)) may be in communication with 
biometric sensor 2204 and IC 110 to provide the desired 
power for operation of the biometric security system 
components. 

[0294] Smartcard 100 may digitize the smellprint and compare it 
against a digitized smellprint stored in a database (e.g., 
security EEPROM 212) included on smartcard 100. The 
smellprint information may additionally be compared with 
information from one or more third-party databases com- 
municating with smartcard 100 through any communica- 
tion software and/or hardware, including for example. 



smartcard reader 2500, a USB connection, a wireless con- 
nection, a computer, a networic and/or any otiier means 
for communicating. CPU 202 may facilitate the local com- 
parison to authenticate the biometric and validate the in- 
formation. Any of the embodiments may alternatively or 
additionally include remote comparisons performed or 
controlled by one or more third-party security vendors. 
[0295] For example, for smellprints, CPU 202 may utilize an ex- 
isting database to compare the difference in molecular 
structures, chemical compounds, temperature, mass dif- 
ferences, pressure, force, and odorants by using statisti- 
cal, ANN and neuromorphic techniques. This transfer of 
information may include use of encryption, decryption, 
security keys, digital certificates and/or other security de- 
vices to confirm the security of the sample. Smartcard 100 
may additionally communicate with third-party databases 
to facilitate a comparison between smartcard 100 identi- 
fier and other smartcard identifiers stored with the bio- 
metric samples. Further, the present invention anticipates 
use of one or more third-party devices such as smellprint 
recognition software and/or hardware systems to facilitate 
smellprint comparisons, such as, for example those de- 
veloped by Company Mastiff Electronic Systems. 



[0296] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fal<e biometric samples are not be- 
ing used. For example, to detect the use of a false odor- 
ant, system 2202 may be further configured to detect 
man-made smells, abnormal odorants, body heat and/or 
any other secondary procedure to thwart biometric secu- 
rity fraud. After verifying the biometric information, 
smartcard 100 and smartcard reader 2500 may begin au- 
thentication by the methods described herein. 

[0297] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using keystroke/typing recognition biometrics. As 
discussed herein, keystroke/typing recognition biometrics 
may include recognition of the duration of keystrokes, la- 
tencies between keystrokes, inter-keystroke times, typing 
error frequency, force keystrokes and/or any portion 
thereof. As discussed herein, these features may be col- 
lectively referred to as a "keystroke scan." Biometric secu- 
rity system 2202 may include a biometric sensor 2204 
which may be configured with an electronic sensor, an 
optical sensor, a keyboard, and/or other hardware and/or 



software that facilitates tlie capture of biometric data from 
tlie person sucli as, for example, scanning, detecting or 
otherwise sensing a keystroke scan of cardmember. A 
keyboard may include any type of input device, such as, 
for example, flat electronic pads with labels as keys, touch 
screens, and/or any other types of input devices. 

[0298] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the keystroke scan of the cardmember to initiate 
the mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a 
keystroke scan, when a user types, for example, a PIN or 
pass phrase into a keyboard configured with sensor 2204. 
Biometric sensor 2204 may be in communication with IC 
110 such that sensor 2204 receives the keystroke scan 
and transmits a signal to CPU 202 to facilitate activating 
the operation of smartcard 100. A power source (e.g., VCC 
contact 106(a)) may be in communication with biometric 
sensor 2204 and IC 110 to provide the desired power for 
operation of the biometric security system components. 

[0299] Smartcard 100 may digitize the keystroke scan based on 



keystroke characteristics and compare the scan against a 
digitized keystroke scan stored in a database (e.g., secu- 
rity EEPROI\/l 212) included on smartcard 100. The 
keystroke scan information may additionally be compared 
with information from one or more third-party databases 
communicating with smartcard 100 through any commu- 
nication software and/or hardware, including for example, 
smartcard reader 2500, a USB connection, a wireless con- 
nection, a computer, a network and/or any other means 
for communicating. CPU 202 may facilitate the local com- 
parison to authenticate the biometric and validate the in- 
formation. Any of the embodiments may alternatively or 
additionally include remote comparisons performed or 
controlled by one or more third-party security vendors. 
[0300] For example, for keystroke scans, CPU 202 may utilize an 
existing database to compare the behavioral, temporal 
and physical characteristics associated with keystrokes. 
This transfer of information may include use of encryp- 
tion, decryption, security keys, digital certificates and/or 
other security devices to confirm the security of the sam- 
ple. Smartcard 100 may additionally communicate with 
third-party databases to facilitate a comparison between 
smartcard 100 identifier and other smartcard identifiers 



stored with the biometric samples. Further, the present 
invention anticipates use of one or more third-party de- 
vices such as l<eystrol<e scan recognition software and/or 
hardware systems to facilitate keystroke scan compar- 
isons, such as, for example those developed by BioPass- 
word® by BioNet Systems, LLC. 
[0301] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a false 
keystroke, system 2202 may be further configured to de- 
tect body heat and/or any other secondary procedure to 
thwart biometric security fraud. After verifying the bio- 
metric information, smartcard 100 and smartcard reader 
2500 may begin authentication by the methods described 
herein. 

[0302] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using iris scan biometrics. As discussed herein, 
iris scan biometrics may include recognition of character- 
istics of the colored tissues surrounding the pupil, such as 
the rings, furrows and freckles and/or any portion 



thereof. As discussed herein, these characteristics may be 
collectively referred to as an "iris scan." Biometric security 
system 2202 may include a biometric sensor 2204 which 
may be configured with a video camera, an optical scan- 
ner, a digital camera, a charge coupled device and/or 
other hardware and /or software that facilitates the cap- 
ture of biometric data from the person such as, for exam- 
ple, scanning, detecting or otherwise sensing an iris scan 
of cardmember. 

[0303] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the iris scan of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture an iris 
scan, when a user uses sensor 2204 to scan his iris while 
he may be up to five feet away from sensor 2204. Sensor 
2204 may scan the user's iris through contacts, sun- 
glasses, and/or any other type of eye glasses. Biometric 
sensor 2204 may be in communication with IC 110 such 
that sensor 2204 receives the iris scan and transmits a 
signal to CPU 202 to facilitate activating the operation of 



smartcard 100. A power source (e.g., VCC contact 106(a)) 
may be in communication witli biometric sensor 2204 and 
IC 110 to provide tlie desired power for operation of the 
biometric security system components. 

[0304] Smartcard 100 may digitize tlie iris scan based on iris 
cliaracteristics and compare tlie scan against a digitized 
iris scan stored in a database (e.g., security EEPROM 212) 
included on smartcard 100. The iris scan information may 
additionally be compared with information from one or 
more third-party databases communicating with smart- 
card 100 through any communication software and/or 
hardware, including for example, smartcard reader 2500, 
a USB connection, a wireless connection, a computer, a 
network and/or any other means for communicating. CPU 
202 may facilitate the local comparison to authenticate 
the biometric and validate the information. Any of the 
embodiments may alternatively or additionally include re- 
mote comparisons performed or controlled by one or 
more third-party security vendors. 

[0305] For example, for iris scans, CPU 202 may utilize an exist- 
ing database to compare the surface patterns of the iris by 
localizing the boundaries and the eyelid contours of the 
iris and creating a phase code for the texture sequence in 



the iris. Tliis transfer of information may include use of 
encryption, decryption, security l<eys, digital certificates 
and/or other security devices to confirm the security of 
the sample. Smartcard 100 may additionally communicate 
with third-party databases to facilitate a comparison be- 
tween smartcard 100 identifier and other smartcard iden- 
tifiers stored with the biometric samples. Further, the 
present invention anticipates use of one or more third- 
party devices such as iris scan recognition software and/ 
or hardware systems to facilitate iris scan comparisons, 
such as, for example those developed by Iridian, LG Elec- 
tronics and BioCom. 
[0306] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a false iris, 
system 2202 may be further configured to vary the light 
shone into the eye to watch for pupil dilation, to detect 
body heat and/or any other secondary procedure to 
thwart biometric security fraud. After verifying the bio- 
metric information, smartcard 100 and smartcard reader 
2500 may begin authentication by the methods described 



herein. 

[0307] In another exemplary embodiment, biometric security 

system 2202 may be configured for facilitating biometric 
security using retinal scanning biometrics. As discussed 
herein, retinal scanning biometrics may include recogni- 
tion of characteristics of the reflected retinal pattern of 
the eye, such as the location, structure, size, and shape of 
blood vessels and/or any portion thereof. As discussed 
herein, these characteristics may be collectively referred 
to as a "retinal scan." Biometric security system 2202 may 
include a biometric sensor 2204 which may be configured 
with low-intensity light source, such as an infrared 
source, an optical coupler and/or other hardware and/or 
software that facilitates the capture of biometric data from 
the person such as, for example, scanning, detecting or 
otherwise sensing a retinal scan of cardmember. 

[0308] In one exemplary application of smartcard 100 incorpo- 
rating biometric security system 2202, system 2202 may 
capture the iris scan of the cardmember to initiate the 
mutual authentication process between smartcard 100 
and smartcard reader 2500, and/or to provide verification 
of the user's identity. In one embodiment, biometric sen- 
sor 2204 of the security system 2202 may capture a reti- 



nal scan, when a sensor 2204 shines a light source into 
the user's retina and detects the reflected retina pattern. 
Sensor 2204 may detect a user's retinal pattern when the 
user may be up to five feet away from sensor 2204. Bio- 
metric sensor 2204 may be in communication with IC 110 
such that sensor 2204 receives the retinal scan and trans- 
mits a signal to CPU 202 to facilitate activating the opera- 
tion of smartcard 100. A power source (e.g., VCC contact 
106(a)) may be in communication with biometric sensor 
2204 and IC 110 to provide the desired power for opera- 
tion of the biometric security system components. 
[0309] Smartcard 100 may digitize the retinal scan based on reti- 
nal characteristics and compare the scan against a digi- 
tized iris scan stored in a database (e.g., security EEPROM 
212) included on smartcard 100. The retinal scan infor- 
mation may additionally be compared with information 
from one or more third-party databases communicating 
with smartcard 100 through any communication software 
and/or hardware, including for example, smartcard reader 
2500, a USB connection, a wireless connection, a com- 
puter, a network and/or any other means for communi- 
cating. CPU 202 may facilitate the local comparison to au- 
thenticate the biometric and validate the information. Any 



of the embodiments may alternatively or additionally in- 
clude remote comparisons performed or controlled by one 
or more third-party security vendors. 

[0310] For example, for retinal scans, CPU 202 may utilize an ex- 
isting database to compare the blood vessel patterns of 
the retina by comparing stored and detected retinal pat- 
terns. This transfer of information may include use of en- 
cryption, decryption, security keys, digital certificates 
and/or other security devices to confirm the security of 
the sample. Smartcard 100 may additionally communicate 
with third-party databases to facilitate a comparison be- 
tween smartcard 100 identifier and other smartcard iden- 
tifiers stored with the biometric samples. Further, the 
present invention anticipates use of one or more third- 
party devices such as retinal scan recognition software 
and /or hardware systems to facilitate keystroke scan 
comparisons, such as, for example those developed by 
EyeKey and Retinal Technologies. 

[031 1] Smartcard 100 and/or any other third-party security ven- 
dor system used in connection with smartcard 100 may 
additionally be configured with secondary security proce- 
dures to confirm that fake biometric samples are not be- 
ing used. For example, to detect the use of a false retina. 



system 2202 may be further configured to vary the light 
shone into the eye to watch for pupil dilation, to detect 
body heat and/or any other secondary procedure to 
thwart biometric security fraud. After verifying the bio- 
metric information, smartcard 100 and smartcard reader 
2500 may begin authentication by the methods described 
herein. 

[0312] Additionally, smartcard 100 may be configured with a se- 
curity verification mechanism to verify whether the sam- 
pled biometric and/or related information is staying on 
smartcard 100 and/or reader 2500. The security verifica- 
tion mechanism may be used to safeguard biometric in- 
formation from getting lost and/or compromised on the 
host system. 

[0313] In an additional or alternate embodiment, smartcard 
reader 2500 may include one or more security system, 
wherein the security system incorporates one or more 
biometric system. As shown in Fig. 25, smartcard reader 
2500 includes a biometric security system 2502 config- 
ured for facilitating biometric security using a biometric 
sample. Biometric security system 2502 may include a 
biometric sensor 2504 which may be configured with a 
sensor, video camera, digital camera, optical scanner. 



light source and/or other hardware and/or software for 
acquiring biometric data form the person such as, for ex- 
ample, optical scanning, chemical sensing, or otherwise 
detecting the portion of cardmember. Biometric sensor 
2504 may be in communication with a sensor interface/ 
driver 2506 such that sensor interface 2506 receives bio- 
metric information and transmits a signal to CPU 202 to 
facilitate activating the operation of smartcard 100. 
[0314] In one exemplary application of smartcard reader 2500 
including biometric security system 2502, the user may 
submit a biometric sample to the biometric sensor to ini- 
tiate the mutual authentication process between smart- 
card 100 and smartcard reader 2500, and/or to provide 
verification of the user's identity. Smartcard reader 2500 
may digitize the sample and compare it against a digitized 
biometric sample stored in a database (e.g., database 
2510) included on smartcard reader 2500. The biometric 
sample information may additionally be compared with 
information from one or more third-party databases com- 
municating with smartcard 100 through any communica- 
tion software and/or hardware, including for example, 
smartcard 100, a USB connection, a wireless connection, a 
computer, a network and/or any other means for commu- 



nicating. The transfer of information may include use of 
encryption decryption, security l<eys, digital certificates 
and/or other security devices to confirm the security of 
the sample. Smartcard reader 2500 may additionally com- 
municate with third-party databases to facilitate a com- 
parison between smartcard 100 identifier and other 
smartcard identifiers stored with the biometric samples. 

[0315] A smartcard reader CPU 2514 may facilitate the local 

comparison to authenticate the biometric sample and may 
validate the information. Reader CPU 2514 may be config- 
ured in a manner similar to that of CPU 202. Any of the 
embodiments may alternatively or additionally include re- 
mote comparisons performed or controlled by third-party 
security vendors in anyway known in the art for compar- 
ing biometric data. 

[0316] Smartcard reader 2500 may also be configured with sec- 
ondary security procedures biometric to confirm that fake 
biometric samples are not being used. For example, 
smartcard reader 2500 may be further configured to mea- 
sure blood flow, body heat and/or any other secondary 
procedure to reduce biometric security fraud. Other secu- 
rity procedures for ensuring the authenticity of biometric 
samples may include monitoring pupil dilation for retinal 



and/or iris scans, pressure sensors, blinlcing sensors, hu- 
man motion sensors, and/or any otiier procedures l<nown 
in the art for authenticating the authenticity of biometric 
samples. After verifying the biometric information, smart- 
card 100 and smartcard reader 2500 may begin authenti- 
cation, and the transaction may proceed accordingly. 
[0317] Additionally, CPU 2514 may be configured with a security 
verification mechanism to verify whether the sampled bio- 
metric and/or related information is staying on smartcard 
100 and/or reader 2500. The security verification mecha- 
nism may be used to safeguard biometric information 
from getting lost and/or compromised on the host sys- 
tem. 

[0318] While the biometric safeguard mechanisms describe 

smartcard 100 and/or smartcard reader 2500 configured 
with a biometric safeguard mechanism, any part of system 
2400 may be equipped with a biometric safeguard sys- 
tem. For example, the invention contemplates receiving a 
biometric sample only at the reader, only at the smart- 
card, at both the smartcard and the reader, or at any other 
combination of location or device. As such, any scanner or 
database discussed herein may be located within or asso- 
ciated with another device. For example, the smartcard 



may scan a user biometric, but the database used for 
comparison may be located within the reader or merchant 
server. In other embodiments, the biometric security de- 
vice may be located away from the point of sale device 
and/or provide other functions. For example, the biomet- 
ric security device may be located near the item to be pur- 
chased or located in any other location within or outside 
of the merchant. In one embodiment, the biometric secu- 
rity device may be located outside of a Jewelry display to 
allow a user to not only start the authentication process 
before check-out, but also to allow access to the product 
within the display case. In this regard, the biometric secu- 
rity device may communicate the information to the point 
of sale device so access point 15 may verify that the per- 
son that entered the jewelry box is the same person that 
is now buying the jewelry. In another embodiment, any 
portion of system 2400 may be configured with a biomet- 
ric security device. The biometric security device may be 
attached and/or free-standing. Biometric security devices 
may be configured for local and/or third-party operation. 
For example, the present invention contemplates the use 
of third-party fingerprint scanning and security devices 
such as those made by Interlink Electronics, Keytronic, 



Identix Biotouch, BIOmetricID, onClick, and/or other 
third-party vendors. 

[0319] In yet another embodiment, the database used for com- 
parison may contain terrorist and/or criminal information. 
As used herein, terrorists and/or criminals may include 
terrorists, felons, criminals, convicts, indicted persons, in- 
surgents, revolutionaries and/or other offenders. The in- 
formation may include biometric information, personal in- 
formation as described herein, arrest records, aliases 
used, country of residence, affiliations with gangs and 
terrorist groups, and/or any other terrorist and/or crimi- 
nal information. 

[0320] As an example of a secondary security procedure in ac- 
cordance with the present invention, the biometric sensor 
2204, 2504 may be configured to allow a finite number of 
scans. For example, biometric sensor 2204, 2504 may be 
configured to only accept data from a single scan. As a 
result, biometric sensor 2204, 2504 may turn off or deac- 
tivate smartcard 100 and/or smartcard reader 2500 if 
more than one scan may be needed to obtain a biometric 
sample. Biometric sensor 2204, 2504 may also be config- 
ured to accept a preset limit of scans. For example, bio- 
metric sensor 2204, 2504 may receive three invalid bio- 



metric samples before it turns off and/or deactivates 
smartcard 100 and/or smartcard reader 2500. 
[0321] The sensor or any otiier part of system 2400 may also ac- 
tivate upon sensing a particular type or group of biometric 
samples. The activation may include sending a signal, 
blinking, audible sound, visual display, beeping, providing 
an olfactory signal, providing a physical touch signal, and 
providing a temperature signal to said user and/or the 
like. For example, if the sensor detects information from a 
gold card member, the system may display a special offer 
on access point 15. If the sensor detects a repeat cus- 
tomer, the sensor may signal or notify a manager to ap- 
proach the customer and thank them for their repeat 
business. In another embodiment, the system may send a 
signal to a primary account holder or any other person or 
device to notify them that the smartcard is being used or 
that a condition or rule is being violated (e.g., charge 
above $1000). 

[0322] Any of the biometric security systems described herein 
may additionally be configured with a fraud protection 
log. That is, a biometric security system, such as biomet- 
ric security system 2204, 2504 may be configured to log 
all biometric samples submitted on smartcard 100 and/or 



smartcard reader 2500 and store the log information on 
databases on and/or communicating witli system 2204, 
2504. if a new and/or different biometric sample is sub- 
mitted that differs from the log data, biometric security 
system 2204, 2504 may employ a security procedure such 
as deactivation, warning authorities, requesting a sec- 
ondary scan, and/or any other security procedure. 
[0323] Biometric security system 2204, 2504 and/or the biomet- 
ric security system configured with system 2400 may also 
be configured to obtain a plurality of biometric samples 
for verification and/or other security purposes. For exam- 
ple, after biometric security system 2202, receives a first 
biometric sample (e.g., scans one finger,) it may be con- 
figured to receive a second biometric sample (e.g., scans a 
second finger). The first and second biometric samples 
may be compared with stored biometric samples by any of 
the methods disclosed herein. The second biometric sam- 
ple may be the only sample compared with stored bio- 
metric samples if the first sample may be unreadable or 
inadequate. 

[0324] In yet another exemplary embodiment of the present in- 
vention, smartcard 100 may be equipped with a biometric 
safeguard mechanism. For example, in one exemplary ap- 



plication of smartcard 100, smartcard 100 may use bio- 
metric security system 2202 to autliorize a transaction 
that violates an established rule, such as, for example, a 
purchase exceeding an established per purchase spending 
limit, a purchase exceeding a preset number of transac- 
tions, any portion of a purchase and/or transaction in- 
volving non-monetary funds (e.g., paying a portion of the 
transaction with loyalty points, coupons, airline miles, 
etc.) and/or any other purchase and/or transaction ex- 
ceeding a preset or established limit. Cardmember, a 
third-party issuer system a third-party financial system, a 
company and/or any other entity or system may establish 
the preset limits. The limits may be used to prevent fraud, 
theft, overdrafts, and/or other non-desirable situations 
associated with financial and non-financial accounts. For 
example, if smartcard 100 is stolen and the thief tries to 
make a large purchase with the card, the biometric safe- 
guard mechanism may prevent the purchase until card- 
member's identity is verified by biometric means. 
[0325] For example, smartcard 100 may activate biometric secu- 
rity system 2202 to notify a user a user who is attempting 
to make a large purchase that the user must provide a 
biometric sample to verify the user's identity. By notifying. 



smartcard 100 may be configured to provide an audible 
signal, visual signal, optical signal, mechanical signal, vi- 
bration, blinking, signaling, beeping, providing an olfac- 
tory signal, providing a physical touch signal, and provid- 
ing a temperature signal to said user and/or provide any 
other notification to a cardmember. Accordingly, card- 
member may provide such verification by submitting a 
biometric sample, for example placing his finger over bio- 
metric sensor 2204 and/or any other biometric security 
devices used in association with smartcard 100. Biometric 
sensor 2204 may then digitize the biometric sample (e.g., 
fingerprint) and use the digitized sample for verification 
by any of the methods described herein. Once cardmem- 
ber's identity and/or smartcard 100 smartcard chip iden- 
tifier may be verified, smartcard 100 may provide a trans- 
action authorized signal to CPU 202 (and/or to IC 110) for 
forwarding to smartcard reader 2500. Smartcard reader 
2500 may then provide the transaction authorized signal 
to Access point 15 in a similar manner as is done with 
conventional PIN driven systems and Access point 15 may 
process the transaction under the merchant's business as 
usual standard. If smartcard 100 has been stolen, then 
cardmember's identity may not be verified and the trans- 



action may be cancelled. Additionally, one or more further 
security procedures may be triggered, such as, for exam- 
ple, smartcard 100 may deactivate, smartcard 100 may 
send a notification to a security vendor, smartcard 100 
may be confiscated by the merchant and/or any other se- 
curity procedures may be used. 
[0326] In another exemplary embodiment, smartcard reader 

2500 may be equipped with a biometric safeguard mech- 
anism. For example, in one exemplary application of 
smartcard reader 2500, smartcard reader 2500 may use 
biometric security system 2502 to authorize a transaction 
that violates an established rule, such as, for example, a 
purchase exceeding an established per purchase spending 
limit, a purchase exceeding a preset number of transac- 
tions and/or any other purchase exceeding a preset or es- 
tablished limit. Cardmember, a third-party issuer system 
a third-party financial system, a company and/or any 
other entity or system may establish the preset limits. The 
limits may be used to prevent fraud, theft, overdrafts, 
and/or other non-desirable situations associated with fi- 
nancial and non-financial accounts. For example, if 
smartcard 100 is stolen and the thief tries to make a large 
purchase with the card, the biometric safeguard mecha- 



nism may prevent the purchase until cardmember's iden- 
tity is verified by biometric means. 
[0327] In one example, where cardmember is using a company-is- 
sued smartcard 100, smartcard 100 may the have a pre- 
set limit of transactions that may be completed before 
biometric verification is required. If the user exceeds the 
transaction limit, smartcard reader 2500 may be config- 
ured to scan a biometric sample in order to verify the 
user's identity. Accordingly, the user may provide such 
verification by submitting a biometric sample, for example 
submitting a retinal scan to biometric sensor 2504. 
Smartcard reader 2500 may then digitize the biometric 
sample (e.g., retinal pattern) and use the digitized sample 
for verification by any of the methods described herein. 
Once cardmember's identity and/or smartcard 100 smart- 
card chip identifier may be verified, smartcard reader 
2500 may receive a transaction authorized signal from a 
security vendor authorized to give such a signal. Smart- 
card reader 2500 may then provide the transaction autho- 
rized signal to Access point 15 in similar manner as is 
done with conventional PIN driven systems and Access 
point 15 may process the transaction under the mer- 
chant's business as usual standard. 



[0328] While the biometric safeguard mechanisms described 

herein use fingerprint scanning and retinal scanning for 
biometric sample verification for exemplification, any bio- 
metric sample may be submitted for verification, autho- 
rization and/or any other safeguard purpose. For example 
the present invention contemplates the use of voice 
recognition, facial and/or ear recognition, signature 
recognition, vascular patterns, DNA sampling, hand ge- 
ometry, auditory emissions recognition, olfactory recogni- 
tion, keystroke/typing recognition, iris scans, and/or any 
other biometric known in the art. 

[0329] In another exemplary embodiment of the present inven- 
tion, one or more biometric samples may be used to sign 
and/or encrypt information. For example, smartcard 100 
and/or reader 2500 may be configured to receive a bio- 
metric sample from a user. The sample may then be digi- 
tized and used, for example, as a variable in an encryption 
calculation to secure data. If the user wants to retrieve the 
encrypted data, the user must submit the relevant bio- 
metric sample and have it authenticated by any of the 
methods described herein. Once the biometric sample is 
authenticated, the data will be decrypted for access. 

[0330] Similarly, a biometric may be used as both a private key 



and a public key for encryption purposes. In one exem- 
plary embodiment, an entity may use stored biometric 
sample information to encrypt data in a manner similar to 
a public key. The data may then be configured such that it 
is only accessible by a real biometric sample, for example, 
by a user proffering a fingerprint sample at a reader. Upon 
verification of the real biometric sample, the data may be 
decrypted and/or retrieved. 

[0331] While the exemplary embodiments describe herein make 
reference to identification, authentication and authoriza- 
tion processes, it should be understood that the biometric 
security systems and methods described herein may be 
used for identification purposes only, authentication pur- 
poses only, and/or authorization purposes only. Similarly, 
any combination of identification, authentication and/or 
authorization systems and methods may be used in con- 
junction with the present invention. 

[0332] The preceding detailed description of exemplary embodi- 
ments of the invention makes reference to the accompa- 
nying drawings, which show the exemplary embodiment 
by way of illustration. While these exemplary embodi- 
ments are described in sufficient detail to enable those 
skilled in the art to practice the invention, it should be 



understood that other embodiments may be realized and 
that logical and mechanical changes may be made without 
departing from the spirit and scope of the invention. For 
example, the steps recited in any of the method or pro- 
cess claims may be executed in any order and are not lim- 
ited to the order presented. Further, the present invention 
may be practiced using one or more servers, as necessary. 
Thus, the preceding detailed description is presented for 
purposes of illustration only and not of limitation, and the 
scope of the invention is defined by the preceding de- 
scription, and with respect to the attached claims. 
[0333] Benefits, other advantages, and solutions to problems 
have been described above with regard to specific em- 
bodiments. However, the benefits, advantages, solutions 
to problems, and any element(s) that may cause any ben- 
efit, advantage, or solution to occur or become more pro- 
nounced are not to be construed as critical, required, or 
essential features or elements of any or all the claims. As 
used herein, the terms "comprises," "comprising," or any 
other variations thereof, are intended to cover a non- 
exclusive inclusion, such that a process, method, article, 
or apparatus that comprises a list of elements does not 
include only those elements but may include other ele- 



merits not expressly listed or inherent to such process, 
method, article, or apparatus. Further, no element de- 
scribed herein is required for the practice of the invention 
unless expressly described as "essential" or "critical." 



